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Cnncok u3sMeHeHH# JOKyMeHTa

Pepaxuus . Jata BHeceHus1
Kparkoe onucanue H3MeHeHU# B TOKYMeHTe .
JIOKyMEHTA H3MeHeHHi
01 - HavanbHas BepcHs TOKyMEHTa -

AHHOTAIUA

HaCTOSIHII/Iﬁ JOKYMCHT IpC€JAHAa3HAUCH JJI HCIIOJIBb30BAaHUS CCTCBBIMU aIMHUHUCTPATOPAMH, B

npoiiecce KOHGUTrypupoBanus yrpasisiemoro kommyraropa ESW-3UC (nanee - kommyraTopa).

Pe[[aKI_[I/IH HACTOALICTO JOKYMCHTA (yKasaHa Ha TUTYJIBHOM JII/ICTG) JOJDKHa COOTBCTCTBOBATH

COBMECTUMOM € HHMM BEPCHUM BCTPOEHHOro ImporpaMMHoro oobecneuenus (I10) kommyrtaropa,

yKa3aHHOH B Tabnure 1.

Ta6mmia 1. CoBMeCTUMOCTD peAaKIMKA HACTOSIIETO JOKyMeHTa U BcTpoeHHoro [1O kommyTaropa

Penakuus nokymeHra Bepcus Berpoennoro I[10 kommyTaropa
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1. OO0uree onucanme

CLI (Command Line Interface) sisisiercst uHTepdeiicoM, MpeIHa3HAYCHHBIM JUIS YIIPABICHUS
KOMMYTaTOPOM.
CLI mo3Bonser:
—  OCYIIECTBJISATH BHEMOJIOCHOE YIIPaBICHHE KOMMYTAaTOpOM 1o uHTepdeiicam RS232/485;
— OCYILIECTBJISATh BHYTPUIIOJIOCHOE yIIpaBlicHHEe KOMMYTaTOopoM 1o cetu Ethernet (o mpotokomy
telnet, SSH). Ethernet kaGenb, Mo KOTOPOMY OCYIIECTBISICTCS YIpPaBICHUE, MOXKET OBITh
HOAKIIIOYEH K JII0OOMY MOPTY KOMMYTaTopa, ¢ KOTOPOTO Pa3pelieHo yIpaBlIcHHE.
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1.1 MMoakJ/o4YeHne K MEPCOHATLHOMY KOMIIBIOTEPY
1.1.1 ToakjaoyeHne KoMMyTaTopa mo nurepeiicy RS232

[Monxmrouenue koMmyTaTopa k uatepgeiicy RS232 Bo3MoKHO ABYMS ClIOCOOaMH:

be3 ucnonp3oBanus Moy ThUTbHOTO BBOAA/BhIBOIa RIO-ESW-3UC,;

C ucnonb3oBaHueM MOYJIsl THUIBHOTO BBOAA/BhIBos1a RIO-ESW-3UC.

Mopynb RIO-ESW-3UC! I'®dKI1.468359.011TY MpelHa3HaueH JUisi 00eCredeHus A0CTyma K
uHTepdeiicaM KOMMyTaTopa, BBIBEJCHHBIM Ha pa3beM J2, MPU YCTAHOBKE C THUIBHOH CTOPOHBI
00beIMHUTEILHOM IIATHI.

Cxema COeMHECHHS KOMMYTaTopa W MEePCOHAIBHOIO KOMITbIoTepa 1mo uHtepdeiicy RS232 6es
ucnonb3oBanus moayist RIO-ESW-3UC npusenena na pucynke 1.

J2.E21

RxD

KommyTatop 12.A21 TxD MepcoHanbHbIN
ESW-3UC

KOMIbloTEp
J2.A20 GND

Pucynok 1- Cxema noJkIi04eHHs] KOMMYTaTopa K epCOHabHOMY KOMIBIOTEPY IO HHTEpdeiicy

RS232 6e3 ucnons3oBanus moaynst RIO-ESW-3UC

[Ipumeuanue:

KonTakt J2.E18 koMMyTaTopa JOMKEH OCTaBaTHCS HE TTOIKIIFOUEHHBIM

CxeMa coequHEHHsT KOMMYTaTopa M NEPCOHAIBLHOTO KoMIbioTepa mo mHTepdeiicy RS232 ¢
ucrnonb3zoBanneMm Moy RIO-ESW-3UC npusenena Ha pucyHnke 2.

J2.E21 RI2.E21 Xx43 Pb— RxD
KommyTatop 12.A21 RI2.A21 Mnata xa2 | | TxD MepcoHanbHbI
ESW-3UC RIO-ESW-3UC | KOMMbtOTEP
J2.A20 RJ2.A20 X45 +—— GND

PucyHnok 2— CxeMa moJIKITFOYEHUST KOMMYTATopa K IEPCOHATEHOMY KOMITBIOTEPY TT0 HHTEpdEicy
RS232 ¢ ucnonp3oBanuem moayns RIO-ESW-3UC

IIpumeuanue:

[Tepembruka JP2 na moayne RIO-ESW-3UC nomxna ObiTe pazomkHyTa. Kontakter 11 u 12
pazbema X4 Ha mogyne RIO-ESW-3UC nomxHbBI OBITH pa30MKHYTHI.

! TIpouseoaurens - «ykyc»
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1.1.2 TloakiwyeHue komMmyTaTopa no unrepgeiicy RS485

[Toxxirouenne kommyTtaTopa K uHTepdeiicy RS485 BO3MOXKHO TOJNBKO JBYXIIPOBOIHBIM
MOJIKJIFOYEHUEM T10 TOTIOJIOTUH “‘TOYKA-TOYKa™ IBYMsI CIIOCOOAMMU:

— be3 ucnonb3oBanus MoayIIsl ThUIbHOTO BBOAA/BeiBoAa RIO-ESW-3UC;
— C mucronp30BaHUEM MOJYJIS ThUTRHOTO BBOa/BhiBoa RIO-ESW-3UC.

Monyns RIO-ESW-3UC? T®KII1.468359.011TY npennasHaueH mis oOecnedeHus J0CTyMa K
uHTepdeiicaM KOMMYTaTopa, BBIBEJICHHBIM Ha pa3beM J2, MpU YCTAaHOBKE C THUIBHOH CTOPOHBI
00BEAMHUTETIHLHON TUTATHI.

CxeMa coeMHEHUsI KOMMYTaTOpa U MEPCOHAIBHOTO KOMIbIoTepa 1o uHTepdeiicy RS485 6e3

ucnonb3oBanus moayist RIO-ESW-3UC npusenena na pucynke 3.

J2.E19 T+
Kommytatop MNepcoHanbHbIN

ESW-3UC 12.E20 T- KOMMbtoTEp

Pucynok 3 — Cxema NOAKIIOYEHUS KOMMYTaTOpa K EPCOHAILHOMY KOMIIBIOTEpY 10 UHTEpdeiicy
RS485 6e3 wucnonb3oBanust wmoxayis RIO-ESW-3UC  (IByXIIpOBOJHOE MOJKIIIOUEHHE,
TOMOJIOTHS “TOYKA-TOYKA

IIpumeuanue:

Konrakr J2.E18 xommyTaTopa 10omkeH ObITh MOAKIIOYEH K JI0T.0.

CxeMa coequHEHHsT KOMMYTaTopa M NEPCOHAIBLHOTO KOoMIbioTepa mo mHTepdeiicy RS485 ¢

ucnoib3oBanuemM moaynsa RIO-ESW-3UC npusenena Ha pucyske 4.

J2.E19 RJ2.E19 X4.9 T+ .
KommyTatop Mnata MNepcoHanbHbIN

ESW-3UC J2.E20 RJ2.E20 RIO-ESW-3UC X4.7 T- KomnbtoTep

Pucynok 4 — CxeMa MOJAKIIIOUEHUS KOMMYTAaTOpa K MEPCOHATLHOMY KOMITBIOTEPY 10 HHTEp(EHCy
RS485 ¢ wucnomne3oBanreM Moayns  RIO-ESW-3UC  (ABYXMpPOBOJAHOE IMOJKIIOYCHHE,
TOIIOJIOTHS ‘TOYKa-TO4YKa”

[Ipumeuanue:

[Tepembruka JP2 Ha monyne RIO-ESW-3UC nomxHa ObITh 3aMKHYTa WM KOHTAKTHI 11

u 12 pazpsema X4 na moayie RIO-ESW-3UC nomxHbI OBITh 3aMKHYTHI.

2 TIpousBoautens - «AO Dikyc»
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1.2 IlporpamMHoe odecneyenue s ynpasJjenus no CLI
1.2.1 BuemnosaocHoe ynpajenue no uHtepgeiicy RS232/485

Ha mnepconaiibHOM KOMIBIOTEpPE [OJDKHA OBITh YCTAHOBJICHA M 3allyleHa TEpMUHAIbHAs
nporpamma (Hanpumep, nporpamma Tera Term, ans OC Windows, Telemax st OC DOS 6.22 u 1.11.).

B TtepMmuHanbHOM mnporpaMmMe HEOOXOIMMO YCTaHOBHUTH CIEIyIOIIME HapaMeTpbl padoThbl
nopta: Cxopocth: 115200 6ut/c, OUT JaHHBIX: 8, YETHOCTh: HET, CTOM-OMT: 1, ympaBieHue
IIOTOKOM: OTKJIFOYEHO.

[Tocne coeaMHEHWss B OKHE TEPMHUHANBHON mporpammel (cM. PucyHok 5) mosiBuTCS
MpUrjalieHue BBECTU MMs IOJib30BaTess. Ecinu mpuriameHue He MOSBUIOCh HEOOXOIMMO HaKaTh

koMmOuHaiuo kiaauil Ctrl+r mis 0OHOBIICHHS KpaHa TEPMHUHAIBLHON TPOTPaAMMBI.
YTl COMS - Tera Term VT gﬂ' |

@avin Onepauvwn Hacrtpoiika Ynpaenewve OxHo [Nomous

mn »

ESW Series Ethernet Switch Command Line Interface

- Firmware: version 3.4.0 -
- Copyright (C) 2011-2023 Elcus Corporation. All rights reserved. -

UserName: [

Pucynok 5 — OkHO npuriameHus BBoJia UMEHH M0JIb30BaTeNs

ITocoe BBOJla UMCHHU I10JIb30BAaTCJIs1, B OKHC ITOABUTCA IIPUTJIAIICHUEC IJII BBOAA IIAPOJIA.

,21.]'[5[ NEPBOHAYAJIBHOIO BXOJa IIOJB30BaATCIIb JOJDKCH HCIIOJb30BaTh H&CTpOfIKH 10
YMOIYaHUIO:

UserName: user

Password: password

Tlocne YCHGMHOﬁ MOPOBCPKU MMCHU ITOJIB30BATCIIA WU MAPOJIA MOABUTCA CTPOKA-TIPUTIIAICHUC.

[Tocne nosBieHus 3TON CTPOKU MOKHO BBOAUTH KoMaH bl CLI.
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1.2.2 BuyTpuII0JOCHOE yIIpaBJjieHue no nporokoay Telnet

[Tepen coenmuuenuem mo mpoTokory Telnet komMyTaTop AOMKEH UMETH 3ananubie [P-anpec u
MacKy IOJICETH.

IP-anpec mo ymomuanuto: 192.168.0.200, macka cetu no ymonuanuro: 255.255.0.0

IP-anpec m MacKy moaceTH MOXKHO U3MEHHTS, uctionb3yst komanay CLI ~’config ipif”.

Jlis coeMHEHMs Ha NEPCOHAJIbHOM KOMIIBIOTEpPE JOJKHA OBITh YCTAHOBJIEHA U 3allylleHa
nporpamma Telnet.

3amyck nporpammbl Telnet 7omKeH TpOU3BOAUTHCS CIICIYIONIEH KOMaHIHOW CTPOKOM:

telnet ip_address,

rae ip_address — IP-agpec kommyTtaropa

[Tocne coenuueHus B okHe mnporpamMmbl Telnet (cm. PucyHok 6) mosiBUTCS MpHIJIAIICHHE

BBCCTHU UM ITIOJIB30BATCIIA.

A Telnet 192.168.0.200 e i), [ S| |

ESW Series Ethernet Switch Command Line Interface

Firmware: version 3.4.0

Copyright (C) 2011-2023 Elcus Corporation. All rights reserved.

Pucynox 6 — OkHO IpHTIIalIeHUsT BBOJIA IMEHH TTOJIb30BaTEIs

ITocne BBOJIa MMCHH I10JIb30BATCJI B OKHC IMOABUTCS IMPUTITIAIICHUC JJI1 BBOJAA ITAPOJIs.

,Z[J'If{ NEPBOHAYAJIBHOTIO BXOJa IIOJB30BATCIb JOJDKCH HCIIOJbB30BATh HaCTpOﬁKH 10
YMOIYaHUIO:

UserName: user

Password: password

IToce YCHGLHHOﬁ IMPOBCPKHU MMCHU MOJIL30BATCIIA U MAPOJIA MOABUTCA CTPOKA-IIPUTIIAICHUC.

[Tocne nosBieHus 3TON CTPOKU MOKHO BBOAUTH KoMaH bl CLI.
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1.2.3 BuyTpunoJIOCHOe yNpaBJieHHE M0 NPOTOK0JIy SSH

[lepen coenuHeHneM 1O MPOTOKOTY SSH KOMMyTaTOp AOJDKEH MMETh 3amaHHbie [P-aapec u
MAacKy IMOJICETH.

IP-anpec mo ymomuanuto: 192.168.0.200, macka cetu no ymonuanuto: 255.255.255.0

IP-anpec u Macky mojaceTu MOKHO U3MEHUTD, Ucnionb3ys komanay CLI “config ipif”.

[Tpumep 3amycka nporpammel SSH npuBeeH HUXKeE:

ssh user@ip_address,

rue:

USEer — UMsI TTOJTb30BaTEII,

ip_address — IP-aapec koMmmyTaTtopa.

[Tocne coenuueHus B okHe mporpaMmbl SSH (cM. PucyHOK 7) MOSIBUTCS MPHIIIAIICHHE BBECTH

IMapoJib MOJIb30BATCIIA.

-

B KomanaHaa cTpoka - ssh user@192.168.0.200 - | | [=] |ﬂh‘

N
N
N
N>
N
N
N
N
N
N
N>
N
:A\>ssh user@l192.168.0.200

O00O0ODODO0OD00D0

ESW Series Ethernet Switch Command Line Interface

Firmware: version 3.3.1

Copyright (C) 2011-2023 Elcus Corporation. All rights reseruved.

user@l192.168.0.200 s password:

Pucynok 7 — OkHO npuriianeHust BBoJa naposis

I[JIH NEPBOHAYAJILHOTO BXOJa IIOJIB30BATCIIb JOJIKCH  HUCIIOJB30BATh HaCTpOﬁKH 10
YMOJIYaHHIO:

UserName: user

Password: password

Tlocie YCHGIHHOﬁ IMPOBCPKU MMCHHU I10JIb30BATCJIA U MAPOJIA IMMOABUTCS CTPOKA-IIPUTTIAIICHUC.

[Tocne nmosiBieHMs 3TON CTPOKH MOKHO BBOIUTH KoMaH bl CLI.

HUzm. |lloan. |[ata
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2. Onucanue xkomana CLI

Wutepodeiic CLI paboTaer B 1ByX OCHOBHBIX peKUMAX:
—  PEXHM PEAAKTUPOBAHUS KOH(PUTYPALHIA;
— PE&XHM YIpaBIEHHUS KOMMYTaTOPOM.

PexxuM penakTpoBaHus KOHPUTYpaluii npeaHa3sHayeH i GopMUpoBaHus (PeJaKTHPOBAHUA)
KOH(Urypalyu, 3arpy’kaeMoi IMpH BKJIIOYEHHH KOMMYyTaTopa. Bce KoMaH/bI, BBOJMMBIE B 3TOM
peXuMe, HE H3MEHSIOT TEKYIIMX HAcTpOeK KOMMYTAaTopa M HAaYMHAIOT paboTaTh TOJIBKO IOCIHE
nepe3arpy3kd KOMMyTaTopa. B 3ToM pexkume MOXeT OBITh OTpeJakTHpoBaHA Jrodas u3 32-X
JOCTYITHBIX KOH(UTypanuii KoMMyTaTtopa. Bce KOMaH[IbI, BBOJUMBIC B 3TOM PEXKHUME, M3MEHSIOT
TOJIBKO TEKYIIYI0 pelaKkTUpyeMylo KoHurypamumoo. [lo ymMomuaHWioO B KadecTBE peNaKTUPyeMOM
KOHQUTypaIii HCIIONB3yeTCs TeKymas 3arpykeHHas KoH¢purypamus. Homep penaktupyemoit
KOHpHUrypanuu OToOpakaeTcsi B CTpPOKe NpUBETCTBHA. J[lJis CMeHBI HOMeEpa pelaKTHpyeMOn
KOH(UTypaIiy UCTIOIB3YIOTCS COOTBETCTBYIOIINE KOMaH/IBL.

PexxuM yrpaBiieHHsI KOMMYTaTOPOM IpEJHA3HAYEH JJIs ONEepaTMBHOTO M3MEHEHHs] HAaCTPOEK
KOMMYTAaTOpPa, BBOJA JOTIOJIHUTEIBHBIX JAHHBIX (YYETHBIX 3alMCEH U T.I1.) ¥ BBIBO/IA TEKYILUX JaHHBIX
0 KOMMYTAToOpe (CTaTHUCTHKA, TApaMeTPhl MOIKIIOUYCHHs TOpTOB, HHGopmanus LLDP u 1.1.).

[Tpu BKITIOYEHUN KOMMYTATOP HAXOUTCS B PEXKUME YIIPABICHHSI KOMMYTaTOPOM.

Beox xomanng CLI ocymiecTBisiercss B OTBET Ha BBIBOJ KOMMYTAaTOPOM TPHUTJIANICHHS IS
BBOJIa B BUJIE CTPOKH, KOTOPAsI OTIPENIEISIETCS] THIIOM KOMMYTaTOpa U paBHa!

“ESW-3UC:npaBa_noctyna#” [uist KOMMYTaTOpa B PeKUME yIPABICHUS KOMMYTAaTOPOM;
“ESW-3UC:npaBa_noctyma (N)#”  id KOMMyTaTtopa B PEKUME pPEIaKTHPOBAHUS
KOH(UTyparuid,

rue:

N — HOMEp TeKyIIel pelakTupyeMoi KoHUrypamuu,

npaBa_JI0CTyIa — IpaBa JOCTyIa aBTOPU30BaHHOTO MOJIb30BaTess (User | admin).

[MepexmoyeHne MeXIy pe)KUMaMU OCYIIECTBIIETCS KoMaHaaMu management u edit.

KomaHIel B pexxrMax peqakTHpOBaHUs KOHOUTYPAIUH M YIIPABICHUS KOMMYTaTOPOM MOTYT
OTJIMYATHCS, TOITOMY NPH ONHCAHWU KOMAaHJ TMPHUBOIATCS 00a BapHaHTa KOMaHJ (Jake €CIIM OHHU

ITOJITHOCTBIO COBHa,Z[aIOT) .
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BbiBO BADHAHTOB 3aBepLICHUS] KOMAHT

[Tpu BBO/E HE3aBEPIICHHOW KOMAaH/IbI M HAKATUU KHOMKH BBOJ (ENter) OyIyT BHIBEJCHBI BCE
BO3MOJXHBIC BAPHAHTDBI 3aBCPIICHUA 3TOU KOMAaH/HI.

Hanpumep, BBOI He3aBepliieHHOW KomaHibl Oelete B pexume ymnpaBieHHs KOMMYTaTOPOM
IMPUBCACT K TAKOMY BbBIBOAY:

Possible commands:

account

aggregation

erps

ieee8021x

multicast_fdb

radius

snmp

ssh

vlan

HJ’I?I YCKOPE€HHA BBOJAa BO3MOKHO YaCTHUYHOC BBCACHHNE KOMAHABI C IMMOCICAYIOIINUM HaXXaTUEM
KHOIIKHN Tab, YTO INPUBEACT K aBTOMATUYCCKOMY 3aBEPIICHUIO BBO,I[I/IMOI\/'I KOMaH/JhbI. Ecnu KOMMYTATOp
MOXKCT AaBTOMATHYCCKU OIIPCACINTbL 3aBCPHICHUC KOMAHALI, TO 6y}1€T BBIBCZICHA OJHO3HAYHO
omnpeacirsicMasn 4aCtb KOMaH/Ibl.

Hamnpumep, BBOJ Sh B peskuMe yIipaBiIeHUs] KOMMYTaTOPOM M HakaThe KHONKH Tab mpusener k
(OpPMHUPOBAHHUIO B CTPOKE BBOIA KOMaH 16l SNOW.

I[BOﬁHOC HaXaTHUEC KHOITIKHN Tab MNPUBOJUT K BbIBOAY BCCX BO3MOXKHbBIX BAPHAHTOB 3aBCPIICHUA
KOMaH/BbI. B oTnnumne ot Ha)xatus Ha KHOIIKY BBOJ, BBOAHMaAsA I1OJIb30BATCIICM KOMaHAAa OCTAHCTCA B

CTPOKE BBOAA.

H3m. |Iloan. | [lara
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2.1 TlepeBOo KOMMYTATOpPA B PE:KUM PeIaKTHPOBAHUS KOH(PUTYpaumii

Onucanmue:

JlaHHas KOMaH/a NEPEBOIUT KOMMYTATOP B PEXKUM PEJaKTUPOBAHUSA KOH(PUTYpaLUid.

dopmar:

PEXHUM PEIAKTHPOBAHUS KOHPUTYpALIUK:
omcymcmeyem

PEXKUM YIPABIEHUS KOMMYTATOPOM:

edit

ITapamerpsbi:

OTCyTCTBYIOT

2.2 TlepeBo KOMMYTATOPAa B PEKUM YIIPaBJIeHHsSI KOMMYTATOPOM

Onucanmue:

JlaHHas1 KOMaH/1a IEPEBOAUT KOMMYTATOP B PEKUM YIIPABICHUS.

®opmar:

PEXUM peIaKTUPOBAaHUS KOH(UTYpALIUii:
omcymcmeyem

PEXHUM yIPABIECHUS KOMMYTaTOPOM:

management

IMapameTpsbi:

OTCcyTCTBYIOT

H3m. |Iloan. | [lara
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2.3 Komanabl padoThl ¢ KOHPUTYypaUUAMHU

KommyTarop mo3Bossier xpaHuTh A0 32-x koHpurypauuil. [Ipu BkIOYEeHHMM KOMMYyTaTopa
Oyzer 3arpy’keHa ojHa U3 HUX. B cimyyae ecnu BeIOpaHa oTCyTCTBYIOMAs KOHDUTYpaLUs, KOMMYTaTOP
yCTaQHABJIMBAET KOHPHUTypaIMIO MO YMOJYAaHUIO M HAYyMHAET (popMupoBaTh 0OOOIIEHHBIH MPHU3HAK

omnOku ¢ nepuogom ~0.3 c.

2.3.1 Co3naHue HOBOIi KOH(pUTYpPALIHHU

Onucanmue:

JlaHHast KOMaH/a UCTIOIB3YETCs IS CO3JaHMsI HOBOUM KOH(UTyparuu.

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpALIUHL:
create configuration <number_configuration>
PEXKUM yIpaBICHUSI KOMMYTaTOPOM:

omcymcmeyem

ITapamerpsbi:

number_configuration HOMep co31aBaeMoit KoHduryparmu ot 0 10 31

H3m. |Iloan. | [lara
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2.3.2 Bbi0op xkoHuUrypanuii 11 peIaKTHPOBAHUS

Onucanmne:

JlaHHasi KOMaH/a yCTaHABJIMBACT OAHY U3 KOH(UTYpalUil B KAUECTBE PeIaKTUPYEMOil.

dopmar:

PEXKUM PEeTaKTUPOBAHMS KOH(MUTYPALTHA:
config configuration <number_configuration>,
PEKUM yIpaBICHUSI KOMMYTaTOPOM:

omcymcmeyem

ITapamerpsbi:

number_configuration HOMeEp co3aaBaeMoit KoHdpuryparmu ot 0 10 31

2.3.3 Cnucok koMaHJ TeKyuleii KOHpUTYypauu

Onucanue:
JlaHHass KOMaH/1a UCIIOJIb3YETCs NIl OTOOPAKEHHsI BCEX OTIMUMN TEKyIIeH KOHPUTYpaluu OT

KoH(puryparmu no ymoryanuto (B Bujae komann CLI).

dopmar:

show configuration

ITapamerpsbi:

OTcyTCTBYIOT

H3m. |Iloan. | [lara
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2.3.4 ¥Ypanenue kKoHpUTypauuu

Onucanmne:
JlanHasi KOMaHJa HKCIONB3YeTCs NS yIalleHUs CYUIECTBYIOIIEH KOH(PHUTypalud U3 MaMsTH

KOMMYTAaTOpA.

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpALIUHL:
delete configuration <number_configuration>,
PEeXKUM yIpaBICHUSI KOMMYTaTOPOM:

omcymcmeyem

ITapamerpsbi:

number_configuration HOMep yaasiemoit koHpurypanuu ot 0 1o 31

H3m. |Iloan. | [lara
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2.3.5 3arpy3ka KoH(pUrypauuu B KOMMYTATOpP

Onucanmne:

Z[aHHaH KOMaH/Jla UCITIOJIB3YCTCA IJIA 3arpy3Ku B KOMMYTATOP PAHEC CO3JIJaHHOM U COXpaHeHHOI\/'I

Ha BHCIIHEM HOCHUTCIIC KOH(bI/IpraI_[I/II/I. I[aHHaSI KOMaHJa AOCTyIIHAa TOJIBKO IIPU HOAKIKOYCHHUH K

KOMMYyTaTopy 1o mnpotokosam RS232/485. Jlng mnepenaun naHHBIX KoH(purypanuu ((aiina)

HCIIOJIb3YETCs MPOTOKO Xmodem.

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLUd:

upload <number_configuration>

PCKUM YIIPABJIICHHUA KOMMYTATOPOM:

omcymcmeyem

ITapamertpsbi:

number_configuration

HOMeEp 3arpyxaemMoit koHpurypanuu ot 0 10 31

2.3.6 UreHue KOH(pUrypauuM U3 KOMMYTaTopa

Onucanue:

JlaHHasT KOMaHJAa WCHOJIB3YeTCAd [JIi BBITPY3KHM M3 KOMMYTAaTOpa paHee CO3JIaHHOM

KOH(I)I/II‘ypaI_[I/II/I U COXPaHCHHUEC €€ Ha BHCIIHCM HOCHUTCIIC. I[aHHaSI KOMaHJZla AOCTYIIHA TOJIBKO IIpH

MOJIKJIFOYCHUN K KOMMYTaTtopy 1o mpoTtokoidam RS232/485. Jlns mepenaun naHHBIX KOH(UTyparmu

(¢paitna) ucrnonb3yercst mpoTokoa Xmodem.

®opmar:

PEXUM PEIAKTHPOBAHUS KOHPUTYpaLIU:

download <number_configuration>

PEKHUM YNPABIEHUSA KOMMYTAaTOPOM:

omcymcmeyem

ITapamerpsbi:

number_configuration

HOMEp cunuTbiBaeMoi kKoHpurypamuu ot 0 10 31

H3m. |Iloan. | [lara
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2.3.7 CoxpaHeHue peIaKTHPYeMoOil KOHPUTYpaIlUH

Onucanue:

JlanHasi KOMaHJa WCIOJNB3YeTCs JJIs COXPAaHCHUS paHee BHECEHHBIX W3MEHEHUH B
KOH(UTypaIHuIo.

B pexume penaktupoBaHusi KOHPUTYpauu OyaeT MpoBeieHa MPOBEPKa BAIMTHOCTH TEKYIICH
peAaKTUPyEeMOM KOH(UTYpaIUH, ITOCIIe Yero KoHpUrypamus OyaeT COXpaHeHa BO BHyTPEHHEH aMsATH
KOMMyTaTtopa. B ciydae ecnu mpu TpoBepKe BalUAHOCTH KOHUTypanuu OyAyT OOHapy>KEHBI
OIIMOKH, TOJB30BaTEIh TOJYYUT COOTBETCTBYIOIIEE COOOIICHHE M KOHPUTYpalus COXpaHEHA He
Oyner.

B pexuMme yrpaBiieHHs KOMMYTAaTOpPOM TeKyllas KoH(Urypamus OyIeT coXpaHeHa IOJ

COOTBCTCTBYIOIIIMUM HOMCPOM.

®opmar:

PEKUM peAAKTUPOBAHUS KOH(UTYpaLUi:
save

pEXUM yIpaBICHUSI KOMMYTaTOPOM:

save <number_configuration>

ITapamerpsbi:

number_configuration HOMEp coxpansemoi kKoHpurypamuu ot 0 1o 31

H3m. |Iloan. | [lara
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2.4 Hacrpoiika MAC-aapeca kommyTaTropa

2.4.1 Hacrpoiika MAC-aapeca

Omnucanue:

Jannast xomanna mno3Bosser u3meHutb MAC-anpec kommyTtaTopa, 3aJaHHBIA MpPH €ro
usrorosneHny. Bunmanue: npu usmenenun MAC-aapecoB KOMMYyTaTOPOB HEOOXOAUMO OOECTIeUUTh
UX YHUKaJIbHOCTh T.K. B IMPOTHUBHOM Cllyyae KOppeKTHas pabora cetd (B KOTOPOH e€cTh XOTS OBl 2
KoMMyTaropa ¢ onauHakoBeiMH MAC-anpecamn) Oyaer HeBO3MOkHA. KomMMmyTaTop HCHOIB3yeT
nuana3oH u3 64-x nocnegoparenbHbix MAC-anpecoB (HauMHasi ¢ 33JaHHOTO JaHHON KOMaHAON WU
IIPUCBOEHHOT'O MPU M3TOTOBJIEHUU KoMMyTaTopa). 3agaBaembiii MAC-anpec noymkeH ObITh KpaTeH 64

(T.e. 3akanuuBatbes Ha 00, 40, 80 wiu CO).

®opmar:

PEXKUM PEeIaKTUPOBAHMS KOH(PUTYPAITHA:
config mac <MAC-address>

PEKUM yIpaBIEHUSI KOMMYTaTOPOM:

omcymcmeyem

IMapameTpsbi:

MAC-address MAC-aapec kommyTaTopa (XX:XX:XX:XX:XX:[00[40[|80|C0])

H3m. |Iloan. | [lara
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2.4.2 Otoopaxenune MAC-aapeca

Onucanue:
Hannas komanga oroOpaxkaer MAC-aapec, 3anannbiii noib3osareneM. Eciu MAC-agpec He
3amaBajics (T.. MCIONb3YeTcd ajpec, 3aJaHHbId IpPU M3TOTOBJIEHUU KOMMYTaropa), TO Oyaer

otobpaxeno 3Hauenue 0:0:0:0:0:0.

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpaLIUii:
show mac

PEKUM yIIpaBIEHUSI KOMMYTaTOPOM:

omcymcmeyem

ITapameTpsbi:

OTcyTCcTBYIOT

H3m. |Iloan. | [lara
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2.5 Hacrtpoiika cooomennii SYSLOG

KommyTaTop moaaepkuBaeT BO3MOKHOCTD BbIJIa4un COOOMICHMH SYS|OQ Ha yanieHHbIe cepBepa.

Bcero moxer ObITh HACTPOCHO 10 4-X Pa3IHUYHBIX CEPBEPOB, /Ui KAXIOTO U3 KOTOPHIX 3amatoTcs IP

anpeca, Homepa nmopra UDP 1 BaxXHOCTH BBIZJaBAEMBIX COOOIIECHUIA.

2.5.1 Hacrpoiika agpeca Juisi BbIIa4u coodmenmii syslog

Onucanmue:

Jannasi xomanaa nosBojisier 3anath IP agpec u nHomep mopra UDP nnst kaxkmoro cepsepa

npuema coobienuit syslog.

®opmar:

config syslog host <index> disable

config syslog host <index> enable <ip> [upd_port_number]

ITapamerpsbi:

host

MHJICKC cepBepa npreMa coooiienuit Syslog

index

WHJIEKC cepBepa mpuema coobienuii syslog (1-4)

disable

3alIp€TUTh BblAAvy COO6I.I.ICHPII>1 SySlOg A1 JaHHOT'O

cepsepa

enable

paspemnnTh Beigauy coodiiennii Syslog ams maHHOTrO

cepsepa

ip

IP agpec mmst BBIAAYM COOOIIEHHMH (XXX XXX XXX.XXX)

upd_port_number

Homep nopra UDP ans Bbimaum coobuienuit. Ecnmn
HOMEp MOpTa HE BBEJIEH, BBIOMpAeTCs HOMEpP IO

ymomuanuio (514)

3m.

[Toamn. | JlaTa
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2.5.2 Hacrtpoiika Ba;kHOCTH BbIJIaBaeMbIX COO0IIEHUIT

Onucanmue:

Z[aHHaH KOMaHa MMO3BOJIACT HACTPOUTDL BbLAAYY COO6IJ.[CHPII>1 C YKa3aHHBIM YPOBHCM Ba’XHOCTHU.

dopmar:

config syslog severity <index> <severity index> [disable | enable]

ITapamerpsbi:

severity

MHJICKC cepBepa npremMa coodiieHuit syslog

index

UHJIEKC cepBepa nmpueMa coobrnenuit syslog (1-4 wu

all st Bcex)

severity_index

rpynna coobmenuit Syslog (1-9 wmm emergency,
alert, critical, error, warning, notice, informational,
debug, all)

disable 3alpeTuTh BbIIAa4Yy coobrienuii Syslog ¢ maHHBIM
YPOBHEM Ba)KHOCTH
enable pa3pemuTh Bbigauy cooOrieHuid Syslog ¢ maHHBIM

YPOBHEM BAKHOCTH

2.5.3 OTto0OpakeHHe HACTPOEK BbIIa4M coo0IIeHuUit Syslog

Onucanmue:

JlaHHasi KOMaH/1a TI03BOJISIET 0TOOPA3UTh HACTPOMKH BhIJauu cOOOMIeHUIT Sys|0g.

®opmar:

show syslog

ITapamerpsi:

OTCyTCTBYIOT

3m.
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2.6 Hactpoiika nadpopmanuu o kommyratope (RFC1213-MIB)

[TapameTtpsl, 3agaBacMble 3THMH KOMaHIaMHu, ucronb3yroTcs B MIB 6aze RFC1213-MIB
(sysName, sysContact, sysLocation).

2.6.1 Hacrpoiika uHpopMauu 0 KOMMYTaTOpe

Onucanmue:

JlaHHast KOMaH/1a MO3BOJISET HACTPOUTH mapameTpbl SysSName, sysContact, sysLocation.

®opmar:
config system [name <system_name> | contact <system_contact> | location <system

location>]
ITapamertpsbi:
name HacTpoiika mapamerpa SysName
system_name ctpoka SysName (1-255 cumBoOIIOB)
contact HacTpoiika mapamerpa SysContact
system_contact crpoka sysContact (1-255 cumBOIIOB)
location HacTpoiika nmapamerpa SysLocation
system_ location crpoka SysLocation (1-255 cumBoIIOB)

2.6.2 OtooOpaxkeHue nHOpMALIMU 0 KOMMYTAaTOpe

Onucanmue:

JlanHas koMaH1a oToOpakaeT nmapameTpbl SysName, sysContact, sysLocation.

dopmar:

config system [name | contact | location]

ITapamerpsbi:
name otoOpaxenwue mapamerpa SysName
contact oTtoOpaxenue napamerpa sysContact
location oToOpaxeHue mapameTpa SysLocation

H3m. |Iloan. | [lara
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2.7 KomaHabl padoThl ¢ y4eTHBIMH 32l CAMH

KOMMYTaTop oAACPKUBACT pa60Ty C HCCKOJIBKMMH YYCTHBIMH 3allCAMH, KOTOPBIC HMCIOT

pasaeseHue 1o ypOBHIO JOCTYMA!
—admin — moNHBIA TOCTY;

— USer — TOJIbKO YTECHUE.

2.7.1 Co3nanue HOBOIi y4eTHOM 3anucu

Onucanmue:

JlaHHas KOMaHJa I03BOJIAET CO3JaTh HOBYIO YUYETHYIO 3aIMCh JUISL JOCTYIIa K KOMMYTaTopy.

[Tocne BeIMOTHEHUS JAaHHON KOMaHIbl HEOOXOIUMO JIBaXKIbI BBECTH MapOJIb (JUTMHHOU 1-8 CUMBOJIOB).

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:

omcymcmeyem

PCIKUM YIIPABJIICHHUA KOMMYTATOPOM:

create account <access_level> <username>

IMapameTpsbi:
access_level ypoBeHb focTyna (admin|user)
username uMs  Tojbp30Batrenst  (co3gaBaeMOM  yUETHOM

3amucu) (1-15 cuMBOJIOB)

3m.

IToan. | dara
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2.7.2 CMeHa mapoJisi cyliecTBYHoIIeil Y4eTHOM 3anucu

Onucanue:

JlaHHas KOMaHJa MO3BOJsIET U3MEHUTh Mapojb JJS CyLIecTBYyoIel yueTHol 3amucu. [locne
BBITIOJIHEHUS JTAHHOW KOMaH/bl HEOOXOIUMO BBECTH CTAapblid MapoJib, MOCIE YEro JBAXKIbl BBECTH
HOBBIN NapOJIb (JUIMHHOM 1-8 cuMBOJIOB).

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpaLIUi:

omcymcmeyem

PEXUM YIIPABICHHS KOMMYTaTOPOM:

config account <username>

ITapamerpsbi:

username uMsl mojib3oBaTens  (pemakTupyemMod ydetHod 3ammcu) (1-15

CHUMBOJIOB)

2.7.3 Otobpaxenue nunopmanuu 000 BcexX HMEIOUIUXCS YYeTHBIX 3alUCAX

Onucanue:

JlanHast KOMaH/1a 0TOOpakaeT BCE CYIIECTBYIOMINE YICTHBIC 3aMMCH M KX YPOBEHb JIOCTYTIA.

®opmar:

PEXUM peIaKTUPOBAaHUS KOHMDUTYpALIUii:
omcymcmeyem

pEXUM yIIpaBI€HUSI KOMMYTaTOPOM:

show account

ITapamerpsbi:

OTcyTCTBYIOT

H3m. |Iloan. | [lara
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2.7.4 'YpnaneHue y4eTHO# 3amucu

Onucanmne:

Z[aHHaH KOMaHa MO3BOJIACT YAAINUTh YKA3aHHYIO YUCTHYIO 3aIIUCh.

®opmar:

PEKUM peAAKTUPOBAHUS KOH(UTYpaLUi:
omcymcmeyem

pEXUM yIpPaBICHUSI KOMMYTaTOPOM:

delete account <username>

ITapamerpsbi:

username uMs noJib3oBarens (yaansieMol yuetHoit 3anucu) (1-15 cumBoIIOB)

[Ipumeuanue:
B ciiywae ynanenus Bcex y4ETHBIX 3amuceil, BOZMOXHA aBTOPH3AIMs TOJIBKO MO MHTEpdEcy

RS-232/RS-485 ¢ uMeHeM mosib30BaTeNs “recovery’” U MyCThIM MapoJIeM.

2.8 Copoc komMyTaTopa

Onucanmue:
JlanHasi KoMaHJa MO3BOJISIET Tepe3arpy3uth kommyTaTtop. [lepesarpys3ka ocyliecTBIisieTCs
OJIOKMPOBKOM CTOPOXKEBOTO TaliMepa W MPOUCXOJWTh B TEUCHHE ~O CEKYH] IOCJE BBITTOJTHCHUS

KOMaH/JBbI.

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:
omcymcmeyem

PEXUM YIPABICHUS] KOMMYTaTOPOM:

reset

ITapameTpsbr:

OTCcyTCTBYIOT

H3m. |Iloan. | [lara




31
['®KII.00357-01 90 02

2.9 BbiBoa nHpopMaIUH 0 KOMMYTATOpe

Onucanue:

JlaHHas KOMaHJa OTOOpa)kaeT OCHOBHYIO HHGpOpMAlMI0O O KOMMyTarope (Tum, ajpeca,
cepuitHblii HOMep, Bepcust [10, Bpems pabOTHI  T.1.).

®opmar:

PEKUM peAAKTUPOBAHUS KOH(UTYpaLUi:

omcymcmeyem

PEXUM YIPaBIECHUS KOMMYTAaTOPOM:

show switch

ITapameTpsbi:

OTCcyTCTBYIOT

H3m. |Iloan. | [lara
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2.10 Pa6oTa ¢ Tabauueii KOMMyTalHH

KommyTaTop BBIIOTHSIEM ITepeaady makeToB Mexay nmopramu Ha ocHoBe MAC anpecos. MAC
azpeca MOTYT M3Yy4aTbCsi JIWHAMHYECKH (B mporecce padoThl KOMMYTaTopa WM pa3IHdHBIMU
MIPOTOKOJIAMH) WJIM 331aBaThCsl cTaTHUecKU. CTaTHUECKH MOXKET OBITh 33/1aHO 10 256 OAHOaIPECHBIX
u 110 256 muoroaapecusix MAC anpecos. Komanna clear fdb we ynansier crarnueckue MAC anpeca.

2.10.1 /lobaBaenue/ynanenue ognoaapecuoro crarudeckoro MAC-aapeca

Onucanne:
JlaHHBIE KOMaH/IbI TIO3BOJIAIOT T0OOABUTH B TAOIHIy KOMMYTalUu HOBBIN ogHOoaapecHbiii MAC

ajZipec U MPUBSA3ATH €r0 K MOPTY JUO0 yAUIUTH paHee J00aBICHHBIN aapec.

®opmar:
config fdb static <vid> <port> add <mac_address>
config fdb static <vid> <port> delete <mac_address>

ITapamerpsbi:
vid unentudukarop VLAN (1-4094)
port HOMED TTOpTa
add I00aBUTH HOBBIH ajpec B TAOIHUILY
mac_address no6asisieMbiii MAC ampec (XX XX XX XX XX:XX)
delete ynanuTh cymiectBytomii MAC agpec u3 Tabnuipt
mac_address nob6assembiii MAC agpec (XX:XX:XX:XX:XX:XX)

H3m. |Iloan. | [lara
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2.10.2 BeiBoa Tadaunbl ogHoaapecHbix MAC aapecoB koMmmyTaTopa

Onucanmne:
JlanHasi KoMaHJa TO3BOJIAET BBIBECTH BCe WM 4YacTh onaHoaapecHbix MAC anpecos,

HU3YYCHHBIX KOMMYTATOpPOM.

®opmar:
PEKUM peAAKTUPOBAHUS KOH(UTYpaLUi:

show fdb static

show fdb static port <port_number>
show fdb static vlan <vid>

show fdb static mac <mac_address>

PEKUM YNPABIEHUSA KOMMYTAaTOPOM:

show fdb

show fdb port <port_number>

show fdb vlan <vid>

show fdb mac <mac_address>

show fdb static

show fdb static port <port_number>
show fdb static vlan <vid>

show fdb static mac <mac_address>

ITapamerpsbi:
fdb BeIBOAMT HHpOpMaruio o Bcex MAC aapecax
port BeiBOAMT criicok MAC anpecoB Ui JaHHOTO MTOpTa
port_number HOMEp MmopTa
vlan BeIBOAUT criicok MAC anpecoB s nannoit VLAN
vid Homep VLAN (1 - 4094)
mac BBIBOIUT MH(popMaIuio o konkpetHom MAC anpece
mac_address MAC azgpec (XX:XX:XX:XX:XX:XX)
fdb static BBIBOAMT MH(OpMaLuio o Becex ctarndecknx MAC aapecax
port BBIBOAUT criicok ctatuaeckux MAC aapecoB 1ist JaHHOTO MopTa
port_number HOMeEp TopTa
vlan BBIBOIUT criricok cratnaecknx MAC aapecos nis nanxoit VLAN
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vid

romep VLAN (1 - 4094)

mac

BBIBOAMT MH(OpMaLUIO 0 KOHKpeTHOM ctatnueckomM MAC anpece

mac_address

MAC agpec (XX XX XXXX:XX:XX)

2.10.3 Co3nanue MHoroaapecHoro cratuueckoro MAC-aapeca

Onucanmue:

JlanHasi KOMaH/Aa TO3BOJSET CO37aTh B TaONHIIE KOMMYTAllMu HOBBIM MHoroanpecubiii MAC

azpec.

dopmar:

create multicast_fdb <vid> <mac_address>

ITapamerpsbi:

vid

unentudpukatop VLAN (1-4094)

mac_address

cosnmaBaembiii MHOTOAIpecHbIE MAC ampec (XX XX XX XX:XX:XX)

2.10.4 Yaanenune mHoroaapecnoro cratuueckoro MAC-aapeca

Onucanmue:

HaHHaH KOMaHJia TIO3BOJIICT YHAJIUTh U3 Ta6J'II/II_ILI KOMMYTAallUM KOMMYTAaTOpa pPaHEC

o0yueHHbII MHOTOapecHbIi cratnueckuit MAC anpec.

dopmar:

delete multicast_fdb <vid><mac_address>

ITapamerpsi:

vid

unentudpukatop VLAN (1-4094)

mac_address

ynanseMbiii MHOTOaapecHbii MAC agpec (XX XX XX:XX:XX:XX)

H3m. |Iloan. | [lara
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2.10.5 /lobaBieHue u yaajgeHue npuBsizku MmHoroaapecubix MAC-aapecoB k mopry

Onucanmne:

Z[aHHaH KOMaH/Jla ITO3BOJIACT HACTPOUTH CIHMCOK IIOPTOB, B KOTOPLIC 6y,£lyT HaIpaBJIATbCA

MakKeTsl ¢ 3aaHHBIM MHOToapecHbiM MAC anpecom HazHAYEHUS.

dopmar:

config multicast_fdb <vid> <mac_address> [add | delete] ports <list_of ports> [egress |

forbidden],

ITapameTpsbi:

vid

Homep VLAN (1 - 4094)

mac_address

MAC ampec (XXIXXIXXIXX:XX:XX), TOIDKEH OBITh IPEIBAapPHUTEIBHO

co3man koMan o create multicast_fdb

add 00aBUTH HOBBIN TOPT(BI)
list_of ports CHKMCOK MOPTOB (OJMH MOPT HJIK HECKOJBKO MOPTOB pPa3IcICHHBIX
3HAKOM «—» WJIH «,») uin komanaa all 1ms Bcex mopros
egress J00aBHUTH MOPT C CIUCOK BBIXOJIHBIX TOPTOB
forbidden J00aBUTH MOPT C CITUCOK 3aMPEHICHHBIX TOPTOB
delete yIaIUTh TOPT(bI)
list_of_ports CIUCOK MOPTOB (OJMH MOPT WM HECKOJBKO MOPTOB Pa3/eieHHbBIX
3HAKOM «—» HJIH «,») Wi komanza all s Bcex mopToB
egress YAaIuTh IIOPT U3 CIIHMCKA BBIXOAHBIX IOPTOB
forbidden YIAJIUTh TOPT U3 CIKMCKA 3alPENICHHBIX TIOPTOB

H3m. |Iloan. | [lara
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2.10.6 BeiBoa Tadaunbl MHoroaapecubix MAC agpecoB koMmMmyTaTopa

Onucanmne:

Z[aHHaH KOMaHla MO3BOJICT BBIBCCTH BCC HIIM YaCTb MHOI'0OAaJAPECHBIX MAC aZipecoB

HU3YYCHHBIX KOMMYTATOpPOM.

®opmar:

PEXUM PEIAKTHPOBAHUS KOHPUTYpaLIU:

show multicast_fdb static

show multicast_ fdb static port <port_number>
show multicast_fdb static vlan <vid>
show multicast_fdb static mac <mac_address>

PEKUM YNPABIEHUA KOMMYTAaTOPOM:

show multicast_fdb

show multicast_fdb port <port_number>
show multicast_fdb vlan <vid>
show multicast_fdb mac <mac_address>

show multicast_fdb static

show multicast_fdb static port <port_number>
show multicast_fdb static vlan <vid>
show multicast_fdb static mac <mac_address>

ITapamerpsbi:

multicast_fdb

BBIBOAUT HH(pOpMaIuio o Bcex MHoroaapecHbix MAC aapecax

port BeiBOAMT criicok MAC anpecoB Ui JaHHOTO MTOpTa
port_number HoMep nopTa (1 - 4rcIo MopToB KOMMYTATOpa)

vlan BeIBOAUT criicok MAC anpecoB s nannoit VLAN
vid Homep VLAN (1 - 4094)

mac BBIBOIUT MH(popMaIuio o konkpetHom MAC anpece

mac_address

MAC azgpec (XX:XX:XX:XX:XX:XX)

multicast_fdb static

BBIBOJIUT MH(OPMAIIHIO O BCEX cTaTndeckux MHoroaapecHeix MAC

ajzpecax

port

BBIBOJUT CITMCOK CTATUYCCKHUX MAC aaApeCoOB I JaHHOTO IMOpTa

port_number

HoMep nopTa (1 - 4McI0 MopToB KOMMYTATOpA)
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vian BBEIBOAUT cricok ctatuaeckux MAC anpecos mist qanHoit VLAN
vid Homep VLAN (1 - 4094)

mac BBIBOAHUT MHPOPMALINIO 0 KOHKpeTHOM cTatnaeckoM MAC anpece
mac_address MAC azgpec (XX:XX:XX:XX:XX:XX)

2.10.7 Ouucrka Tadaunusl MAC agpecoB KoMMyTaTopa

Onucanne:
JlaHHasi KOMaHJa TO3BOJISIET YAAJIUTh BCE M3yueHHBIE KOMMyTaTtopoM Hectatmueckue MAC

ajapeca.

dopmar:
PEXHUM PEIAKTHPOBAHUS KOHPUTYpALIUK:
omcymcmeyem

PEKUM YNPABIEHUSA KOMMYTAaTOPOM:

clear fdb

ITapamerpsi:

OTCyTCTBYIOT

2.10.8 Hacrpoiika Bpemenn ycrapesanusi MAC aapecoB

Onucanmne:

JlaHHast KOMaH/1a IMO3BOJIIET HACTPOUTH BpeMs, 1o mporecTBuu koroporo, MAC anpeca OyayT
yAANAThCS U3 TaOMuIel KommyTanuu. [lo ymMom4aHui0 yCTaHOBJIEHO BpeMs ycrapeBaHus paBHO 330
cek. BBoauMoe 3HaueHHME BPEMEHU YCTapeBaHUs MOXKET OBbITh OKPYTJeHO A0 Onukaiiiero

MO//IEPKUBAEMOTO KOMMYTATOPOM.

dopmar:

config agetime <time>

ITapameTpsbi:

time Bpems ycrapeBanuss MAC aapecos (0 — 3825 cek.)

H3m. |Iloan. | [lara
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2.10.9 OToopa:xenue Bpemenn ycrapesanusa MAC aapecoB

Onucanmne:

JlaHHas KOMaH/a M03BOJIsIET 0TOOpa3uTh Bpems ycrapeBanus MAC anpecos.

®opmar:

show agetime

ITapamerpsbi:

OTCyTCTBYIOT

2.10.10 HacTtpoiika 3anpera/pa3pemenus ooyuenuss MAC-aapecos

Onucanmue:

JlaHHasT KOMaHJa T03BOJIICT HACTPOUTH 3ampeT WM paspemenne oOydeHuss HOBIx MAC

aJI[p€COB Ha 3aJIaHHbIX ITOPTax.

dopmar:

config learn ports <list_of_ports> [enable | disable]

IMapameTpsbi:
list_of_ports CIHCOK TIOPTOB (OJMH TOPT WJIM HECKOJBKO MOPTOB pa3/ieieHHBIX
3HAKOM «—» WJIH «,») uin komanaa all ams Bcex mopros
enable paspemuTh o0ydyeHue HoBeIx MAC anpecoB
disable 3anpeTuTh 00yueHue HoBeIx MAC aapecos
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2.10.11 OTto0Opakenue 3anpera/pa3pemieHus o0yyenuss MAC-aapecon

Onucanmne:

JlaHHas KOMaH/a MO3BOJsIET 0TOOPAa3UTh TEKYIMe HACTPOUKM 3ampeT o0ydeHus HoBbix MAC

aIpCCOB Ha 3aIaHHBIX ITOPTaXx.

dopmar:

show learn [ports <list_of ports>]

ITapamerpsbi:

list_of ports

CIIUCOK IIOPTOB (O,[[I/IH IIOPT MKW HECKOJIBKO IMOPTOB Pa3aCICHHBIX

3HAKOM «—» UJIN «,») WJIM KOMaHJa all AJId BCEX IMMOPTOB
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2.11 BbIBOA CTATHCTHKH MOPTA

Onucanmue:

Z[aHHaH KOMaHa IO3BOJIACT OTO6pa3I/ITL TCKYLIYIO CTaTUCTUKY HA 3a/IaHHBIX IMOPTaX.

®opmar:

PEXHUM PEIAKTUPOBAHUS KOHPUTYpaLIUd:
omcymcmeyem

PEXUM YIPABICHUS] KOMMYTaTOPOM:

show statistics port <port>

ITapamerpsbl:

port HOMEp IIOpTa KOMMYyTaTopa

2.12 OuncTKa CTATUCTUKH NMOPTOB

Onucanue:

HaHHaﬂ KOMaHIa OYUIIACT CTATUCTHKY Ha 3aJIaHHBIX ITOPTax.

dopmar:

PEXHUM PETAKTHPOBAHUS KOHPUTYPALIU:
omcymcmeyem

PEXKUM YIIPABIEHUS KOMMYTAaTOPOM:

clear statistics ports <list_of ports>

ITapametpsbi:

list_of_ports CIIUCOK MOPTOB (OAMH MOPT WM HECKOJBKO MOPTOB pa3feseHHBIX

3HAKOM «—» UJIHN «,») WM KOMaHJa all AJId BCEX IMMOPTOB
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2.13 BbIBOJ 3aperucTpUPOBAHHBIX COOBITHIA

Onucanmue:

B mpouecce paboThl MPOUCXOASAIINE B KOMMYTaTOpe COOBITHS (BKIIOYEHHE KOMMYTAaTOpa,
W3MEHEHHUS COCTOSHUSI TIOPTOB, aBTOPU3AIIMH IMOJIb30BAaTENeH U T.J.) HAKAIUIMBAIOTCS BO BHYTPEHHEU
MaMsATH U MOTYT OBITh IPOCMOTPEHBI YKa3aHHON KoMaH10il. MakcuManbHOE KOJ-BO HAKOIUICHHBIX
coObiTuii — 512, mocine TNpeBbINIEHUS JAaHHOTO I[IOpOra, BHOBb IOCTYHAIOIIME COOBITHSA
Tepe3anuchIBalOT HanboJee paHHue. BoIBoAMMBIE COOBITHSI OTCOPTUPOBAHBI BO BPEMEHH (OT HanboJee

MO3/THET0 K HauboJee paHHEMY ).

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:
omcymcmeyem

PEXUM YIPABICHHUS] KOMMYTaTOPOM:

show log

ITapamerpsbi:

OTCyTCTBYIOT
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2.14 Komanga PING

Onucanmue:

KOMaH,Z[a AHAJIOTNUYHA YTUIIUTC plng Ilo YMOJTYaHUIKO KOMaHJa IOCTOSIHHO BbIAACT ICmp
3aIIpOChl C UHTCPBAJIOM 1 cex. OcTraHoBKa pa6OTLI KOMaHbI OCYHICCTBJIACTCA Ha)KAaTUCM KOM6I/IHaI_II/II/I
CtrInC.

®opmar:

PEKUM peAAKTUPOBAHUS KOH(DUTYpaLUi:
omcymcmeyem

pEXUM yIpPaBICHUSI KOMMYTaTOPOM:

ping <address> [times <count>] [timeout <seconds>]

ITapamerpsbi:
address IP ampec
times 3aJ1aeT KOJIMYECTBO MIOBTOPHBIX BbIa4 ICMP 3ampoca
count KOJIMYECTBO MMOBTOPHBIX BbIAAa4 ICMp 3armpoca (1-255)
timeout 3aJaeT HHTEPBAJI BbIJaud ICMP 3ampocoB
seconds UHTEpBaJI BeIgaun icmp 3ampocos (1-99)
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2.15 O6noBaenne I1O npouneccopa ynpapjieHusi KOMMYTaTopa

Onucanmue:

Komanna mnpeaHa3HadeHa [uis OOHOBJIGHUS TPOIIMBKA KoMmMMmyTaTopa. (OOHOBiIEHUE
ocymiecTBisieTcs 1o mpotokony tftp, wepes moGoit u3 Ethernet moproB kommyraTtopa. Bpems
oOHoBieHUs — okosio 10 MunyT. [locne 3aBepiieHust OOHOBICHUS KOMMYTAaTOp OyJIeT aBTOMaTHYECKU

nepesarpy>keH.

BHUMAHHUE!

B Teuenue o6HOBJIeHUs1 MporpaMMHoOro obecneuenus SAIIPEIHIIAETCA:

- OTKJII0YATh NUTAaHHE KOMMYTaTOopa;

- OTKJII04YATH Kaleab oT Ethernet-mopra kommyTaropa, Yepe3 KOTOPBIH 0CYIEeCTBISETCS

O0HOBJIEHHE;
- mogaBaTh Kakme-iu00 koMaHabl mo CLI, TELNET, SNMP noka He 3aKOHYHTCSH

00HOBJIEHHME MPOTPAMMHOI0 00ecreYeHus .

®opmar:

PEKUM peAAKTUPOBAHUS KOH(UTYpaLUi:
omcymcmeyem

PEXUM YIPABICHUS] KOMMYTaTOPOM:

update <address> <file>

ITapamerpsbi:
address IP ampec koMIbIOTEpa € KOTOPOTO OCYIIECTBISETCS CUUTHIBAHUE
(haiisa mpOITUBKHU
file uMs (Qaiisa MpoIIMBKH
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2.16 Moacuer koHTPOIbHOI cymMmbl [1O mpoueccopa ynpasjieHUsI KOMMYTaTopa

Onucanmue:

KOMaH,Z[a npeaHasHadycHa Jid IMoACYCTa U OTO6pa)KeHI/I$I KOHTpOJ’IBHOfI CYMMBI IIPOHIMBKHA

KOMMYTAaTopa.

dopmar:

PEXHUM PEIAKTHPOBAHUS KOHPUTYPALIUK:
omcymcmeyem

PEXKUM YIIPABIEHUS KOMMYTAaTOPOM:

crc

ITapamerpsbi:

OTCyTCTBYIOT
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2.17 Hacrpoiika IP aapeca

KommyTtarop mo3Bosisier 3aaath craruueckuit |IP agpec nnu nomydars IP anpec nuHamMudecku, ¢

ucnoib3oBanueM nporokona DHCP.

2.17.1 Komanpaa nacrpoiiku IP aapeca

Onucanmue:

Komanga mnpennHasHauena Ui 3agaHus cratudeckoro IP ampeca kommyrtaropa (M Macku

MOJICETH) WU PEKUMa aBTOMATHIECKOTO MOJIYICHHUS ajjpeca ¢ UCIoib3oBaHueM nporokoia DHCP.

dopmar:

config ipif dhcp

config ipif ipaddress <address/mask>
config ipif ipaddress <address/prefix>

ITapameTpsbi:
dhcp ucnonb3oBatk nporokosa DHCP nnsa nonyuenus aapeca
ipaddress 3amaet cratndeckuii IP anpec
address IP agpec kommyTaTopa

address IP anpec koMMyTaTOpa (XXX.XXX.XXX.XXX)

mask MacKa MOJCETH (XXX.XXX.XXX.XXX)

prefix Macka MoJICeTH, 3ajaBacMas B Buje npedukca (0-32)

2.17.2 Otoopa:xenue IP agpeca

Onucanmue:

Komanna npegnasznauena st oroopaxenus cratudeckoro IP agpeca kommyrtaropa.

®opmar:

show ipif

ITapamerpsbi:

OTCyTCTBYIOT
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2.18 ABTomaTuyeckuii BbIxoa u3 uHTepgeiica CLI

KommyTaTop mo3BosisieT HacTpouTh aBTOMaTHUecKuil BeIxoj u3 mHTepdeiica CLI B ciyuae
Oe3aeiicTBHs orepaTopa B TeueHUe 3amaHHOro BpemeHH. Breixox m3 CLI B 3aBucumoctn ot Tmma
MOJIKITFOUYEHUS IPOUCXOUT Pa3IUuIHbIM 00pazoMm. [Ipy moakIoYeHnn K KOMMYTaTopy 1o uHTepdeiicy

RS232/485 mnpoucxonuT mNOBTOpHas Bblaya MPHUBETCTBUS M 3ampoc Ha aBTopuzanuoo. Ilpu

noJKII0YeHun 1o uHrepgeiicam telnet u ssh npoucxonut paspsiB coenuHeHus.

2.18.1 Hacrpoiika BpeMeHH aBTOBBLIX01a

Onucanmne:

KOMaH,Z[a npeaHa3HauCHa JJId 3alaHusA BPCMCHHU, IO UCTCUYCHHU KOTOPOIr'o IIpU 663HCﬁCTBHH

omepaTopa Oyzaet ocymiecTBieH Beixoa u3 CLI.

dopmar:

config autologout [never | minutes_2 | minutes_5 | minutes_10 | minutes_15]

ITapamerpsbl:
never HET aBTOMaTUYECKOTO BBIXO/a
minutes_2 ABTOMATHYECKHUIA BBIXOJT Yepe3 2 MHUHYTHI Oe31eCTBUS
minutes_5 ABTOMATUYECKUH BBIXOJ Yepe3 5 MUHYT Oe3/1eiCTBuUs
minutes_10 aBTOMATUYECKUH BhIX0] yepe3 10 MunyT Oe3neiicTBus
minutes_15 aBTOMATHYECKHUM BBIXOJT Uepe3 15 MuHyT Oe3aeiicTBus

2.18.2 OToOpakeHne HACTPOITKH aBTOBBIX0/1a

Onucanmue:

Komanga mnpenHazHaueHa i OTOOpak€HUST BpPEMEHH, II0 HMCTEUEHUM KOTOpPOro IIpH

Oe3zaeiicTBuM omnepaTopa OyAeT ocyiiecTBieH Bbixoa u3z CLI.

dopmar:

show autologout

ITapameTpsbr:

OTCyTCTBYIOT

H3m. |Iloan. | [lara




['®KII.00357-01 90 02

2.19 Pa6ora ¢ SNMP

47

Kommyratop mosBomsier pabortare ¢ mpotokonom SNMP Bepcumit 1, 2¢ u 3. Tak xe

NoJiAep>KUBaeTCs MuQpoBaHue Tpapuka.

2.19.1 Otobpaxenue engine id

Onucanmue:

Komanma mnpennasHadeHa juis oroOpaxkenus Engine

ID. Engine

ID SNMP areunra

dbopmupyetcs Ha ocHOBe private enterprise number Dnkyc u MAC-aapeca koMmmyTaTopa.

®opmar:

show snmp enginelD

ITapamerpsl:

OTCyTCTBYIOT

2.19.2 OTodpaxeHue cymecTBYIOIIMX Py

Onucanue:

Komanzga npeanasnauena aasi 0oTo0pakeHUs CyIIeCTBYIONINX TPYIIIL.

dopmar:

show snmp group

IMapameTpsbi:

OTCyTCTBYIOT

3m.
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2.19.3 Co31aHue HOBOIi rpynNbI

Onucanmne:

KOMaH,Z[a npeaHa3HauCHa JJIs1 CO3JaHUsA HOBOM T PYUIILL. prnHLI HCIOJIB3YIOTCA IS 3adaHUA

Ol"paHI/I‘leHI/Iﬁ U PpCKUMOB JOCTYyIIa II0JIb30BaTeICH.

dopmar:
create snmp group <name> [v1|v2c] <[read view | write_view | notify_view] <view_name>>

create snmp group <name> v3 [noauth_nopriv | auth_nopriv | auth_priv] <[read_view |
write_view | notify_view] <view_name>>

ITapameTpsbi:
name uMs co3aBaemoit rpymnmnsl (1-32 cumBoia)
vl|v2c|v3 Mojenb Oe3omacHocT (coorBeTcTBYeT mpoTokormy SNMP Bepcuii 1,
2cu3)
noauth_nopriv ypOBEHb O6e301acHOCTH 0e3 ayTeHTuuKauu u 6e3 mudpopanus
auth_nopriv ypOBeHb 0€30MacHOCTH ayTeHTH(UKaIen u 6e3 muppoBaHUs
auth_nopriv YPOBEHb 0€30MaCHOCTH ¢ ayTeHTH(UKanuel u mudpoBaHNEM MTaKEeTOB
read_view JOCTYT Ha YTCHUE
write_view JIOCTYTI Ha 3aIHCh
notify _view JOCTYII Ha BBIIAYy YBEIOMIIEHUI
view_name UM JUUTSE COOTBETCTBYIOIIETO THIIA AOCTYIa (BCE MMEHA JIOJKHBI OBITH
3aJIaHBbl [IPU CO3JIAaHUU TPYIIIIbI)
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2.19.4 Yjnanenue cyuiecTByomeil rpynmnbl

Onucanmne:

KOMaH,Z[a npeaAHa3HauYCHa IJId yAaJICHUA Cyn.lCCTByIOH.ICfI T'pyHIibL

dopmar:

delete snmp group <name>

ITapamerpsbI:
name uMs yaasiemont rpymsl (1-32 cumBoia)
2.19.5 OTtobpaxeHue cymecTBYIOIMX MpeACTaABIEHHIT
Onucanue:
Komanza npeanasnauena aasi 0oTo0pakeHUs CyIIEeCTBYIOMIMX PEICTaBICHUMN.
dopmar:
show snmp view <name>
IMapameTpbi:
name ums npejacraienus (1-32 cumBosia)
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2.19.6 Co31aHue HOBOT'O NMpPeACTABJIEHUS

Onucanmne:

KoMmanga mnpenHasHaueHa Juisi cO3JaHMsl HOBOTO IpezcrasiieHus. KommyraTop mo3BosiseT
HACTPOMTh OTPaHMYEHUS Uil JocTyna K mapamerpam MIB 06a3 s pasznuyebix community.
Hcnonp3yto mNpencTaBieHUs] MOXHO CO3[aThb CBOE IOAMHOXKECTBO 00bekToB MIB noctymnbix

KaXIOMY U3 IIOJIb30BaTeIICH JJIs1 UTCHUA U 1JI 3aIlIUCH.

dopmar:

create snmp view <name> <oid> view_type [included | excluded]

ITapameTpsbi:
name ums npeacraienus (1-32 cumBosia)
oid uaeHTudukaTop noaaepena (10 127 3HaveHwHiA)
view_type PEKUM JIOCTYyTA K JAHHOMY TIOJJIEPEBY
included JOCTYT pa3pelieH
excluded JOCTYTI 3aIperieH
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2.19.7 YaaneHnue cyuiecTBYIOIIEro npeacTaBJieHus

Onucanmne:

KOMaH,[[a npeaHa3HauCHa AJid yAaJICHUA CYIIECCTBYOLICTO MPCACTABIICHUA

dopmar:

delete snmp view <name> <<oid> | all>

ITapamerpsbi:
name ums npeacraienus (1-32 cumBosia)
oid uneHTudukaTop noaaepena (no 127 3HavueHHIA)
all yIAIUTh BCE MOJIACPEBBS ISl JAHHOTO MPEICTaBICHUS

2.19.8 OTobpaxkeHue cymecTBYIOLIHX M0JIb30BaTeeil

Onucanmue:
Komanna npegHazHaueHa 11t 0TOOpaKe€HUs CYyIIECTBYIOIIMX MOTh30BaTEIICH.
®opmar:

show snmp user

IMapameTpsbi:

OTCyTCTBYIOT
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2.19.9 Co3aaHue HOBOI'O IOJIL30BATE/IA

Onucanmne:

Komanga mnpenHasHaueHa JUisl CO3JaHHs HOBOTO TMOJb3oBarens. KoMMmyTaTop MO3BOJISET
CO3/1aBaTh HECKOJIbKO TOJB30BaTENCH sl B3aUMOJACUCTBUS C c000#. [l Kaxaoro moib3oBaTens
MOXET OBITh 3a/1aH MapOJIb (WIIH KITF0Y) 711 ayTEHTU(UKAITMN U HE3aBUCUMBIN OT HETO Mapoib (KIIH0Y)
Ui mHU@panuy makeToB. (s pa3auyHbBIX MOJb30BaTENe MOXKHO yKaszaTh CIIEAYIOIIHME CBOWMCTBA:
npeacTaBieHue (T.€. MOJAMHOXKECTBO BceX 00BekToB MIB, mOCTymHBIX NaHHOMY IMOJIB30BATENIO);

PaspCIICHUE HAa YTCHUC-3AIIMCh UJIU TOJIBKO HA YTCHHUC.

dopmar:

create snmp user [user_name] [group_name]

create snmp user [user_name] [group_name] encrypted by password auth [md5
<auth_password> | sha < auth_password>] priv [none | des <priv_password>]

create snmp user [user_name] [group_name] encrypted by_key auth [md5 <auth_key> | sha
<auth_key>] priv [none | des <priv_key>]

ITapamerpsbi:
user_name ums nosib3oBatens (1-32 cumBoia)
group_name ums rpynmsl (1-32 cuMBona), rpynmna JojKHa CYIECTBOBaTh Ha
MOMEHT CO3JaHHUsI IT0JIb30BATENS
encrypted PEXUM ayTeHTU(DUKAIINH
by_password ayTeHTH()UKALIKS TI0 TTAPOJIIO
by key ayTeHTH()HKALNSA 10 K0Ty
auth pPEeXHUM ayTeHTUDUKAIIH
md>5 ayTeHTUUKAIUS C UCTIoJIb3oBaHUEM anroputma MDS

auth_password | maposs s ayrenTrdukanuu (8-16 cuMBOJIOB)

auth_key KITI0Y 17151 ayTeHTUduKanuu (32 cuMBoa)

sha ayTeHTH(HKAIKs C UCTIOB30BaHNEM anroputma SHA

auth_password | maposs mis ayrentudukamnuu (8-20)

auth_key KJII04 151 ayTeHTU(uKanuu (40 CHMBOJIOB)

priv pexuM muppanuu

none 0e3 mudpanuu
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des mudparys ¢ ucrosib3oBanueM anropurma DES
priv_password | maposb ans mmmdpanuu (8-16 cuMBOIIOB)
priv_key K04 juist mmdpanuu (32 cuMBoJIa)
2.19.10 Ynajenue cymecTBYIOIIEro MoJb30BaTelisi
Onucanue:

KOMaH,[[a npeaHa3HauCHa IJid yAaJICHUA CYIICCTBYIOLICTO MMOJIb30BATCIIA

dopmar:

delete snmp user <name>

ITapamerpsbl:

name umst oib3oBatens (1-32 cumBona)
2.19.11 OTo0OpakeHue CynecTBYIOIMX community
Omnucanue:

Komania npenHasHadeHa st 0TOOpakeH sl CYIIECTBYIOIIMX CTPOK community.

dopmar:

show snmp community <name>

ITapametpsbi:

name ums community (1-32 cumBoia)
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Co3nanue HOBO# CTPOKH community

KOMMyTB.TOp MO3BOJIACT CO34aBaTb HECKOJIBKO CTPOK Community AJI pa3JIMYHBIX KJIMUCHTOB,

obmaromuxcs ¢ HuM. Ctpoka community neiictByer kak maponb it goctyna k SNMP arenty Ha

KomMmyTaTope (mpu ucmoias3oBanuu mporokoia SNMP v1 u v2¢). Jlas pasnuyHbiX CTpOK community

MOXHO yKa3aTh CIEAYIOIIHE CBOWCTBA: MpeicTaBicHUE (T.€. MOAMHOXKECTBO Bcex 00BbekToB MIB,

JOCTYIHBIX JAaHHOMY COMMUNIty); pa3peliieHne Ha YTCHUEe-3a1Ch WM TOJIBKO Ha YTCHHE.

®opmar:

create snmp community [name] view [view_name] [read_only | read_write]

ITapameTpsbi:
user_name cTpoka community (1-32 cumBoia)
view_name uMs nipeactaieHus (1-32 cumMBoiia), TOJDKHO CYIIECTBOBATH HA
MOMEHT CO37aHus community
read_only paspelieHre Ha YTeHue
read_write paspelicHre Ha YTeHHE-3aIKCh
2.19.13 YaaneHue cyuecTBYWIIeH CTPOKH community

Onucanue:

Komana npennasHadeHa IS yaajdeHus CYIIeCTBYIOIIEH CTpoKr community

dopmar:

delete snmp community <name>

ITapametpsbi:

name

crpoka community (1-32 cumBosia)
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2.20 Beizaua cooomenuit SNMP TRAP

KommyTtatop no3Bossiet BeimaBaTh coobdmenuss SNMP Trap (coldstart, linkup, linkdown, 1ldp,
erps u T.11.) Ha 3aJaHHBIN ajpec.

2.20.1 Hacrpoiika Bbigauu cooduenuiit SNMP TRAP

Onucanmue:

Komanga mpenHasHadeHa I8 HACTPOWKHU pasperneHus Bbimaun coodmenuit SNMP Trap u
ajzpeca s UX BblIayu.

®opmar:

config snmp traps disable,
config snmp traps enable <address>

ITapamerpsbi:
disable 3anpeTuTh Bhiaauy coobmiennit SNMP Trap
enable paspemnTh Beigauy coobmenuit SNMP Trap
address IP anmpec, Ha koTopelli OyayT BbiaBaThes cooOmieHuss SNMP Trap
(XXX XXX XXX XXX)

2.20.2 OToOpaxxkeHue HacTpoek Bbiaaun coodmenuii SNMP TRAP

Onucanmue:

Komanna npeanasHadeHa it oToOpaskeHus paszpenieHus Bbiaun coobmenuit SNMP Trap u
ajzipeca ISl UX BBIJAuu.

dopmar:

show snmp traps

IMapameTpsbi:

OTCyTCTBYIOT
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2.20.3 Hacrpoiika Boinauu coodmennii LINKCHANGE (u3meHeHnue cocTosiHMsI IOPTOB)

Onucanmne:

Komanna npennaznauena Juist HaCTpoiku pasperienus Beigaun coodmennit LINKCHANGE.

dopmar:
config snmp linkchange_traps ports <list_of ports> [enable | disable]

ITapamerpsbi:
list_of_ports CIIUCOK MOPTOB (OJMH MOPT WIIM HECKOJBKO MOPTOB Pa3IeiCHHbBIX
3HAKOM «—» HJIH «,») Wi komanza all s Bcex mopToB
enable paspemnTh Boigauy coobiienunii LINKCHANGE
disable 3anpetuTh Bbaauy coobmienuii LINKCHANGE

2.20.4 OTtoopaxenue HacTpoek Bbl1aun coodmenuit SNMP LINKCHANGE TRAPS

Onucanue:

Komanna mpenHasHaueHa [uisi OTOOpaXKEHMs HACTPOMKHM pas3pelleHusl BbIIA4M COOOIIEHUI
LINKCHANGE.

®opmar:

show snmp linkchange_traps [ports <list_of ports>]

ITapamerpsbi:

list_of ports CIHMCOK MOPTOB (OJMH MOPT HJIH HECKOJBKO MOPTOB pa3e/ICHHBIX

3HAKOM «—» WJIH «,») Wi komana all mis Bcex moproB
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2.21 Hacrpoiika SSH

KommyTaTop 1o3BOJIsieT MPOU3BOIUTE HACTPOHKM OCHOBHBIX MapaMeTpoB cepBepa SSH, a Tak
e 3aJ1aBaTh KIIFOYH Ul JOCTYIAa K KOMMYTaTOpY Pa3InYHbBIM MoJib3oBaTensM. Joctyn no SSH moxer

OBITH 3aIpeleH B LeNIX 0€30MacHOCTH.

AyTteHTU(]UKAIMSA TOJb30BaTENei MOXKET TMPOM3BOAUTHCS HA OCHOBE 3ampoca Mapois
(3amaHHOTO TIPU CO3JaHMM YYETHOM 3amucH KOMaHJoM Create account) iy Ha OCHOBE Maphl KIIOUeH
(OTKpBITBI W 3aKpBITBIA KItoud). B cinydae ayTeHTHUKAaMK Ha OCHOBE KIIIOUYEH, HEOOXOIUMO

MIpeIBApUTENIbHO MepeaaTh KOMMYTAaTOPy OTKPBITHIN KJI0Y (cM. KoMaHy config ssh account).

2.21.1 Pa3pemenne/3anpet ucnoab3oBanus SSH

Onucanue:

Komanza npeanasHaueHa ajsi HACTPOMKY pa3perieHus J0cTyna no npotokoixy SSH.

dopmar:

config ssh [enable / disable]
IMapameTpsbi:

disable 3anpeTuTh Joctyn no SSH

enable paspemnuth goctyn mo SSH

2.21.2 OTobOpaxeHue pa3peunieHue ucnoab3osanust SSH

Onucanue:

Komanzga npeanasHaueHa aisi 0ToO0pakeHHs pa3pelieHus J0CTyma Mo nporokory SSH.

®opmar:

show ssh

ITapamerpsi:

OTCyTCTBYIOT
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2.21.3 Hacrpoiika aJropuTMoB u(pauuu U NPOBEePKHU HeJOCTHOCTH JAHHBIX

Onucanmne:

Komanna npenna3zHaueHa Juis HACTPOMKHU pa3pelieHHs alrOpUTMOB HIM(PPOBAHUS U IPOBEPKH

OCJIOCTHOCTH JaHHBIX.

dopmar:

config ssh algorithm [DES3 | AES128 | AES192 | AES256 | arcfour | blowfish | cast128 | MD5 |
SHAL1] [enable | disable]

ITapamerpsbi:
algorithm omuH u3 anroputmoB mudppanuun (DES3JAES128AES192|AES256|
arcfour|blowfish|cast128) wnmM mnpoBepkH LEIOCTHOCTH JAaHHBIX
(MD5|SHA1)
enable pa3penuTh paboTy AaHHOTO ajJrOpUTMa
disable 3alpeTuTh paboTy JaHHOIO AIrOPUTMA

2.21.4 OTo0OpakeHne HACTPOWKH AJrOPUTMOB MUPPANMUA H TPOBEPKH IEJTOCTHOCTH

JAHHBIX

Onucanmue:

Komannma mnpenHazHaueHa Ui OTOOpaXXeHMs pas3pelieHHsl aJIrOPUTMOB IMH(PPOBAHUSA |

IIPOBEPKU LIEJIOCTHOCTHU JaHHBIX.

®opmar:

show ssh algorithm

ITapamerpsbi:

OTCyTCTBYIOT
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2.21.5 Hacrpoiika MeT010B ayTeHTH(PUKALMHA M0JIb30BaTe el

Onucanmne:

KOMaH,Z[a npeaHadHadycHa  JJisd HaCTpOﬁKH pa3pCUICHHBIX MCETOHOB ay'TeHTI/I(I)I/IKaLII/II/I

0JIL30BaTEJIEN.

dopmar:

config ssh authmode [password | publickey] [enable | disable]

ITapameTpsbi:
authmode OMH W3 METOJO0B ayTeHTH(HKaluu mojb3oBarens (password —
ayTeHTHU(UKaIMs Ha OCHOBE BBoja mapois wuiau publickey —
ayTCHTU(HKAIUS HA OCHOBE OTKPBITOTO KITFOYA)
password ayTeHTHU(UKAIMSI Ha OCHOBE BBOJIA MAPOJIS
publickey ayTeHTU(UKALMS Ha OCHOBE OTKPBITOTO KIIF0Ya
enable paspemnuTh paboTy JaHHOTO METOa
disable 3alpeTUuTh paboTy JaHHOTO METO/a

2.21.6 OTo0OpaieHue HACTPOIMKHU METO/I0B ayTeHTH(UKALMH M0JIb30BaTe el

Onucanmue:

Komannma mnpenHasHaueHa [UIsi OTOOpaXEHHMS pa3pelICHHBIX METOJOB ayTeHTU(UKAIIUH

OJIL30BaTEeNIEH.

®opmar:

show ssh authmode

ITapamerpsbi:

OTCyTCTBYIOT
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2.21.7 Hacrpoiika o61ux napameTpon cepepa SSH

Onucanmne:

Komanipl mpeiHa3HaueHs! sl HACTPOMKHM OCHOBHBIX IapaMeTpoB cepBepa SSH.

dopmar:

config ssh server maxsession <sessions>
config ssh server contimeout <timeout>
config ssh server authfail <fails>

config ssh server tcp_port_number <port>

ITapameTpsbi:
maxsession 3aJ]aeT KOJHMYECTBO OJHOBPEMEHHBIX MOAKIMIOUeHHH 1o SSH mns
KOMMYTaTOpa
sessions KOJIMYECTBO  OJIHOBPEMEHHBIX  NOJKIIOUeHui 1o SSH  ms
kommyTaTopa (1-8)
contimeout 3aJaeT BpeMs, JaBacMoOe€ II0JIb30BATENI0 HAa BBOJ MapoJisi, €Cilu 3a
yKazaHHOE BpeMs II0JIb30BaTellb HE BEIET Maposb, To ceccust SSH
Oyzer pazopBaHa
timeout BpeMsi, laBaeMoe MoJIb30BaTelNto Ha BBO napods (120-600 cek)
authfail 3a71aeT KOJIMYECTBO MOMBITOK BBOJA MAPOJISI
fails KOJIMYECTBO IMOTMBITOK BBOIa mapois (2-20)

tcp_port_number

3aJjaeT HOMEp IopTa, Ha KoTopoM cepBep SSH Oyner xnath

BXOAAIIHUX BBI3OBOB

port

HOMEp TOopTa, Ha KOTOpOoM cepBep SSH Oyner kmarh BXOIAIIUX

BbI30BOB (1-65535)

H3m. |Iloan. | [lara




61
['®KII.00357-01 90 02

2.21.8 OToOpaxkeHne HACTPOITKH O0IIUX MapaMeTPoB cepBepa SSH

Onucanmne:

Komanipl npeiHa3HaueHs! JUIsi OTOOpakeHUs] OCHOBHBIX IapaMeTpoB cepBepa SSH.

dopmar:

show ssh server

ITapameTpsbi:

OTCcyTCTBYIOT

2.21.9 Ilepenayua B KOMMYTATOPp NYOJUYHOr0 KJIWYa Ui ayTeHTH(PUKAIUHN

noJb30BaTeJId

Onucanmue:

Komanzga npennasHaueHa ajs nepegadyd B KOMMYTaTop (aiiya ¢ OTKPBITHIM KIIFOUOM.

KommyTarop moanepxkuBaer pabOTy C OJHUM MyOJWYHBIM KIIOYOM JUIS  KaKIOTO
MOJIb30BATENS.

[Tocrne BBOAA AaHHOW KOMaHIBI KOMMYyTaTtop OyJeT oXujaaTh mpuema ¢aiiia ¢ OTKPBITHIM
KJTFOUOM JIJISl TAHHOTO T0JIb30BaTelist. [IpoTokos nmepeaaun JanHbIx — Xmodem.

OTa KOMaH/1a He JOCTYIIHA JUTsl BRITIOJTHEHUS TIPH YIpaBJIeHUU 1o potokony Telnet m SSH.

®opmar:

PEXUM peIaKTUPOBAHUS KOHDUTYpALIUii:
omcymcmeyem

PEXHUM yIPABIECHUS KOMMYTaTOPOM:

config ssh account <user_name>

ITapameTpsbi:
account 3arpyskaeT (paiia ¢ OTKPBITHIM KITFOUOM IS 33JJAHHOTO MOJIb30BATEIS
user_name uMs nosb3oBarens (1-16 cuMBoIIOB)
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2.21.10 Ynanenue myoJMYHOT0 KJIHOYA MOJIb30BATENs

Onucanmne:

Komanga mpenHasHaueHa s ynaieHus (aiiina ¢ OTKPBITBIM KIIOYOM JUIS yKa3aHHOTO
M0JIb30BATENS.
dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpaLIUHi:
omcymcmeyem
PEXUM yIpPaBIEHUS KOMMYTaTOPOM:

delete ssh account <user_name>

ITapamerpsbi:
account yaanseT Gaisl ¢ OTKPBITHIM KITFOUEM JUIS 3a/IaHHOTO TTOJIH30BATEIs
user_name umMms nosib3oBarens (1-16 cuMBoIoB)
2.21.11 OToOpakeHne HAJTMYHSA OTKPBITHIX KJIIOYeil
Onucanue:

Komanzga npeanasHaueHa Ui 0TOOpa)KEHUSI pa3pellieHus] aBTOPU3ALUU C OTKPBITHIM KIIFOUOM
JUIS TIOJIB30BATENEH.

®opmar:

PEXUM peIaKTUPOBAaHUS KOHDUTYpALIUii:
omcymcmeyem

PEXHUM yIPABIECHUS KOMMYTaTOPOM:

show ssh account [user_name]

IMapameTpsbi:
account BriBogut nHopMaIyo o HaTMYUH (PaidioB ¢ OTKPHITHIM KITFOUOM IS
3aIaHHOTO TOJIb30BaTeNsA. Ecim uMMs MOJIB30BaTENsl HE yKa3aHO, TO
OyzeT BeIBeJIeHa HH(pOpMaLKs AJIs BCEX MOJIb30BaTeel
user_name uMs nosb3oBarens (1-16 cumBoioB)
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2.22 YnpaBjieHue OPTAMH

2.22.1 Hacrtpoiika nopToB

Onucanmne:

KOMaH,Z[a npeaHa3HadycHa IJid HaCTPOﬁKH INOPTOB B OJAUH M3 MNOAACPIKUBACMBIX PCIKUMOB

paboTHI.

HaHHaﬂ KOMaHa IMO3BOJIAIOT HACTpanuBaTh:

— pexuM paboThl opTa (aBTONEPErOBOPHI, OTKIIOUYEHHBIH, pyyHas HaCTpOHKa);

— ckopocTb padotsl opta (10, 100 wiu 1000 Mout/cex);

— AyTieKC (TOTHBIN, MOTYAYTUIEKC);

— YIpaBJIEHUE TOTOKOM (pa3pelieHo WK 3alpeieHo).

— downshift (TonbKko A TUTAOUTHBIX MEAHBIX MIOPTOB, Pa3pPEIICHO HIIH 3alPEIICHO).

®opmar:

config ports <list_of ports> disable
config ports <list_of _ports> autoneg <flow_control> <downshift>
config ports <list_of_ports> manual <link_speed> <duplex> <flow_control> <downshift>

ITapamerpsbi:
list_of_ports CIIUCOK TMOPTOB (OJMH TOPT WM HECKOJBKO TIOPTOB pa3/eIeHHBIX
3HAKOM «—» HJIH «,») Wik komara all mst Bcex mopros
disable BBIKJIFOYUTH [TOPT
autoneg MEPEBECTH MOPT B PEIKKUM aBTONEPETOBOPOB
flow_control pasperienue/3anper ynpasieHus morokom (enable | disable)
downshift Bkioyenue pexxuma downshift (enable | disable)
manual MEPEBECTH MOPT B PSIKUM PYIHOTO 3aJaHUS PeKUMA PAOOThI
link_speed ckopocTth (10, 100 mmu 1000)
duplex tun aymiekca (full | half)
flow_control paspeleHue/3anpeT ynpasienus motrokom (enable | disable)
downshift Bkiroyenue pexuma downshift (enable | disable)
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2.22.2 OToOpaxkeHne TEKYIIEero COCTOSTHUSI TIOPTOB

Onucanmne:

KOMaH,Z[a npeaHa3HauCHa IJid 0T06pa)KCHI/IH I/IH(I)OpMaI_II/II/I 0 TCKYIICM COCTOSAHUHU ITOPTOB.

dopmar:

show ports <list_of ports>

ITapameTpsbi:

list_of_ports CIHMCOK TOPTOB (OJMH TMOPT WJIM HECKOJBKO IOPTOB pa3/esICHHBIX

3HaAKOM «—» HUJIH ((,))) HJIM KOMaHJa all AJI BCEX IMOPTOB
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2.23 Hacrpoiika VLAN
KommyTtarop noanepsxusaer 10 4094 VLAN.

2.23.1 Co3nanue VLAN

Onucanmue:

Komanna npegnasznauena st co3panust HoBoid VLAN.

®opmar:

create vlan <vid> <name>

ITapamerpsi:

vid snauenre VLAN ID nannoii VLAN (1-4094)

name umst VLAN (1-32 cumBosi0B)
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2.23.2 PenaxktupoBanue noptoB VLAN

Onucanmne:

Komanga npeanasHadena ans goOaBieHuss HOBbIX mopToB K VLAN wnu ynanenus panee

100aBJIEHHBIX.

[Tpu yka3zanuu ¢uiara tagged, n106aBieHHbIC MOPTHI OYIYT TETMPOBAHHBIMHU (T.€. B BBIXOJIHBIX

Kajzpax OymeT comepxathbes ter). [lpu ykazanuu ¢uiara untagged BbIXOJHBIC KaJpbl HE OYAyT UMETh

tera. ®nar forbidden gob6asisier mopT kak 3anperieHHbIi 11 qanHoi VLAN.

®opmar:

config vlan <vid> add ports <list_of ports> [untagged | tagged | forbidden]
config vlan <vid> delete ports <list_of ports>

ITapameTpsbi:
vid snauenne VLAN ID nannoit VLAN (VLAN nomkHa ObITH paHee
co3mana Komanou create vlan, 1-4094)
add no6asuth mopthl K VLAN
list_of_ports CIIMCOK TOPTOB (OAWH TOPT WM HECKOJBKO TIOPTOB pa3/IeIeHHBIX
3HAKOM «—» HJIH «,») 1w komanaa all s Bcex mopToB
untagged MOPTHl HE TErupoBaHHBIE (T.e. B BBIXOAHBIX KaJapax He OyaeT
COJIEPKATHCS TET)
tagged MOPTHI TETUPOBaHHBIE (T.. B BBIXOAHBIX KaJapax OyIeT comep KaThCs
T€r)
forbidden MOPTHI 3ampeliens! s ganHoi VLAN
delete ynanute noptel u3 VLAN
list_of ports CIHMCOK TOPTOB (OJMH TMOPT WJIM HECKOJBKO IMOPTOB pa3eCHHBIX

3HaAKOM «—» HUJIN «,») MNJIM KOMaHJa all AJId BCEX IMMOPTOB
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2.23.3 Ynaneune VLAN

Onucanmne:

Komanna npeanasnadena mis ynanenus panee cozgannoil VLAN. Vaamuts VLAN ¢ VLAN

ID = 1 Henp34.

dopmar:

delete vlan <vid>

ITapamerpsbi:

vid

snaueHne VLAN ID nannoii VLAN (VLAN nomkHa ObITh paHee

co3maHa KomaH 0¥ create vlan, 2-4094)
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2.23.4 OToopaxenue cymecrByrommnx VLAN

Onucanmne:

Komanna npenna3znadena Juist BbiBoja uHpopmanuu o cymectyromux VLAN.,

dopmar:
PEXHUM PEIAKTHPOBAHUS KOHPUTYPALIUK:

show vlan [vid]
PEeKUM yIPaBICHUSI KOMMYTaTOPOM:

show vlan static [vid]
show vlan current [vid]

ITapametpsbi:
vlan BbIaeT unpopmanmo o VLAN
vid snauenne VLAN ID (1-4094), ecam OmymieHO TO BBIAAETCS
uHpopmanus o Beex cymectyromux VLAN
vlan static BbIIaCT ~ MHPOPMALKMIO O  CTaTW4YeCKMX  (T.e.  CO3JaHHBIX
nosib3oBarenem) VLAN
vid snayuenne VLAN ID (1-4094) , ecnu omymieHoO TO BBIAAETCS
uHpopmanus o Beex cymectyrommx VLAN
vlan current Bb1aeT uHpopmanuio 060 Bcex Tekymmx VLAN. Tekymwme VLAN
MOTYT OTJIIMYAThCSI OT 33JaHHBIX aJMUHHUCTPATOPOM (HAIpHMEp, MpH
CO371aHuU 00BbEMHEHHS TIOPTOB BCE TOPTHI, BXOJSIINE B HETO, OyIyT
BKutoueHbl B VLAN, onpeznensieMslii 1o nopTy ¢ MiIaIIuM HOMEPOM B
00BETMHEHNH U T.1.)
vid snayuenne VLAN ID (1-4094) , ecnu omymeHoO TO BBIAAETCS
uHopmanus o Beex cymectyrommx VLAN
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2.23.5 Hacrtpoiika ¢puabTpanum BXoHOro Tpaduka

Onucanmne:

KOMaH,[[a npeaHadHavucHa IJid HaCTpOﬁKH (I)I/IJIBTpaI_II/II/I BXOJHOI'O Tpa(bI/IKa JJI1 OJHOI'O HJIN

HCECKOJIbKHUX ITOPTOB. Eciu (bI/IJ'ILTpaI_H/ISI pas3pcuicHa, TO BCC BXOJIAMUC MMAKCThI, UMCIOIIINEC 3HAUYCHUC

VLAN ID (u3 tera VLAN), ve paBHoe 3HaueHno VLAN ID u3 paspemennsix Ha aTom niopty VLAN,

OynyT orOpomieHsl (T.e. ecnmu Ha mopty paspemieHsl VLAN 1, 5 u 10 TO TOJNBKO MakeThl €O

3HaueHussiMu VLAN ID 1, 5 u 10 Oyayt npuHATHL, BCe OCTallbHbIE MAKeThl OyJIyT OTOpachIBaTHCH).

Ecmu ¢punwsTpamus 3anpemiena, To OyayT npuHuMathes Bee makeTsl HezaBucumo oT VLAN ID. Taxk xe

MOJKET HaCTpauBaThCs MpHEM 00 Bcex nakeToB (He3aBucuMo oT Hamuuus VLAN Tera) mubo TOIbKO

IIaKCTOB C TCT'OM.

®opmar:

config port_vlan ports <list_of _ports> ingress_filtering [enable|disable]
config port_vlan ports <list_of ports> acceptable_frame [admit_all | tagged_only]

ITapamerpsbi:

list_of ports

CIIMCOK IIOpPTOB (O,Z[I/IH MNOpT HJIIM HCECKOJIBKO ITIOPTOB pPa3JACJICHHBIX

3HAKOM «—» UJIHN ((,))) HJIM KOMaHJa all IJIsg BCEX IOPTOB

ingress_filtering

paspernieHne QUIbTpaIuu

enable

(bunpTparms pazpemnieHa

disable

bunbTpanus 3anpemieHa

acceptable_frame

HACTpPOKMKa IpueMa KaJipoB

admit_all

pa3pelieH TprueM BCeX BXOSIINX KaIpoB

tagged _only

Pa3pCIICH MMPHUEM TOJIBKO KaApOB € TCTOM

H3m. |Iloan. | [lara
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2.23.6 OToOpaxkeHne HACTPOEK (PUJILTPALMH BXOJIHOT0 Tpaduka

Onucanmne:

KOMaH,[[a npeaHa3HauCHa IJid 0T06pa)KCHI/ISI HaCTpOﬁKH (bPIJ'ILTpaI.[PIPI BXOJHOTI'O Tpaq)m(a.

dopmar:

show port_vlan [ports <list_of ports>]

ITapamerpsbi:

list_of ports

CIIMCOK IIOPTOB (OJII/IH MOpT HJIIM HECKOJIBKO IOPTOB PpPa3ACJICHHBIX

3HAKOM «—» HJIH «,») i komanaa all s Bcex moptoB

2.23.7 Hacrpoiika PVID

Onucanmne:

KOMaH,Z[a npeaHasHa4dYcHa IJid HaCTpOﬁKH 3HaA4YCHUA port vlan id JJI1 OJHOI'O UMJIN HECKOJIbKHX

MIOPTOB.

dopmar:

config pvid ports <list_of_ports> <pvid> [forced | unforced]

ITapamerpsbi:
list_of ports CIMCOK TOPTOB (OJWH IMOPT HJIM HECKOJIBKO IOPTOB pa3aeICHHBIX
3HAKOM «—» HJIH «,») Wik komanaa all s Bcex mopToB
pvid 3nagenue port vlan id (1-4094)
forced NPUHYAUTEILHOE TPUCBOCHUE PVid BCEM BXOMAIINM KaIpam
unforced nprucBOeHKE PVid TOIBKO BXOAAIINM Kajapam 0e3 Tera Wik ¢ TETOM U

3nauenue Vlan id B Hem paBHbIM 0

H3m. |Iloan. | [lara
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2.23.8 OToopa:xenue HacTpoek PVID

Onucanmne:
Komannma mnpeanasHayeHa Juis oToOpakeHusi 3HaueHus port vlan id mis omnoro wim

HECKOJIbKHUX ITOPTOB.

dopmar:
show pvid [ports <list_of ports>]

ITapameTpsbi:

list_of ports CIHMCOK MOPTOB (OJMH IMOPT WJIM HECKOJBKO IMOPTOB pa3e/ICHHBIX

3HaAKOM «—» HUJIH ((,))) HJIM KOMaHJa all AJIg BCEX IMOPTOB

2.23.9 Hacrtpoiika VLAN pJs1 ynpasJjieHHsI KOMMYTaTOPOM

Onucanue:

Komanzga npennasnauena ans Hactpoiiku VLAN ynpaBieHUs KOMMYTaTOPOM.

KoMMyTaTop no3BoJisieT OCyIIECTBIIATh BHYTPHUIIOJIOCHOE YIIPABICHHUE TOJIBKO YEpE3 OAHY U3
VLAN. [lns 3aganus ynpasistomeidr VLAN ona gomxkHa ObITH MpeBAPUTETHHO CO3/]aHA KOMAaHIOU

create vlan.

dopmar:

config mgmt_vlan <vid>

ITapamerpsbi:

vid 3naueHre VLAN ID (1-4094) xoropoii OyneT pa3perieHo yrnpaBisTh

KOMMYTaTopoM

H3m. |Iloan. | [lara
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2.23.10 OTtoopaxkenune VLAN 11 ynpaBjieHusi KOMMYTaTOpOM

Onucanmne:

KOMaH,[[a npeaHa3HauCHa IJId BbIBOJa VLAN YHpaBJCHUA KOMMYTAaTOPOM.

dopmar:

show mgmt_vlan

ITapamerpsbi:

OTCyTCTBYIOT

H3m. |Iloan. | [lara
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.24 Tlonaepikka pe3epBUPOBAHUS

KommyTtatop mnonamep)kuBaeT HECKOJIbKO TEXHOJOTHH PE3epBUPOBAHUS: DPE3ECPBUPOBAHHOE

konbro, STP/RSTP u ERPS. OnHOBpeMeHHOE WCIIONb30BAaHHE PE3CPBUPOBAHHOIO KOJbLA U
STP/RSTP HeBO3MOXKHO.

2.24.1 Pa3penienue/3anpeT pe3epBUPOBAHMA

Onucanmue:

Komanna mnpennasHaueHa JUisi 3ampeTa WM pa3pelIeHus pe3epBUPOBAaHUS M BhIOOpa

TEXHOJIOTHH Pe3epBUPOBaHUs (pe3epBupoBaHHOE KOJbilo i STP/RSTP).

®opmar:

config redundancy disable
config redundancy enable [ring | stp]

ITapameTpsbi:

disable

3aIpETUTH PE3CPBHUPOBAHUC

enable pa3peruTh pe3epBUPOBAHNE
ring PEXKUM “pe3epBUPOBAHHOTO KOJIbIIA™
stp pexum STP/RSTP

H3m. |Iloan. | [lara
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2.24.2 OToOpakeHue pa3pelnieHusi/3anpera pe3epBupoBaHus

Onucanmne:

KOMaH,Z[a npeaHa3HauCHa IJid 0T06pa)KCHI/ISI TCKYLICTO pCKMNMa PE3CPBUPOBAHUS.

dopmar:

show redundancy

ITapameTpsbi:

OTCcyTCTBYIOT

2.24.3 HacTtpoiika “pe3epBHPOBAHHOI0 KOJIbIa”

Onucanmue:

Komanga npenHasHaueHa  JUii  HAcTpPOMKM — MOPTOB — HCIIOJIB3YEMBIX B pPEXHUME

«PE3CPBUPOBAHHOTI'O KOJIBLIAY.

dopmar:

config ring <portl> <port2>

IMapameTpbi:

portl

HepBBIfI TOPT «KPEC3CPBUPOBAHHOTO KOJILIIA»

port2

BTOPOH MOPT «PE3ePBUPOBAHHOTO KOJIbLIA»

2.24.4 OTobOpakeHne HACTPOEK (TEKYLIEr0 COCTOSIHHS) Pe3ePBHPOBAHHOIO KOJIbIIA

Onucanmue:

KOMaH,Z[a npeaHadHauycHa Jisd 0T06pa)KeHI/IH HAaCTPOCK «PC3CPBUPOBAHHOI'O KOJIbLA» (B

peXHMe peAaKTHUPOBAaHUS KOHPUTYpalMHM) WJIA €ro COCTOSHUS (B peXuMe yIpaBiIeHUS

KOMMYTaTOPOM).

dopmar:

show ring

ITapameTpsbi:

OTCyTCTBYIOT

H3m. |Iloan. | [lara
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2.25 Hactpoiika STP/RSTP
2.25.1 Hacrpoiika napamMeTpoB 001IHX IJIsl KOMMYTaTopa

Onucanmne:

KOMaH,Z[a npeaAHa3HauCHa AJId 3aJaHU [IapaMCTPOB O6IJ_II/IX AJI1 KOMMYyTaTopa.

dopmar:

config stp bridge priority <prio>
config stp bridge maxage <time>
config stp bridge forwarddelay <ftime>
config stp bridge version [stp | rstp]
config stp bridge txholdcount <count>

ITapamerpsbi:
priority HACTpPOIKa MPHOPHUTETAa KOMMYTaTOpa

prio MPUOPUTET KOMMYTaTopa (B nuarnazone 0-65535, mar 4096)
maxage HacTpoiika napamerpa Max Age

time BpeMst B CeKyH/1ax (B auamazone 6-40)

forwarddelay

Hactpoiika mapametpa Forward Delay

ftime BpeMs B ceKyH1ax (B nuana3one 4-30)
version HACTpPOMKa THIIA HCITOJIB3YEeMOTO MPOTOKOIA

stp HCIIOh30BaTh MPOTOKOa STP

rstp UCMOJIb30BaTh MpoTokosa RSTP

txholdcount

HaCTpOﬁKa MAaKCUMAJIBHOT'O KOJIMYECTBA BhIAABACMBbIX ITAKCTOB

count

KOJIMYECTBO BBIJIaBaeMbIX MMakeToB (B auamna3one 1-10)

H3m. |Iloan. | [lara
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2.25.2 Hactpoiika napaMeTpoB HHAMBHAYAJIbHBIX ISl KAXK/A0T0 U3 MOPTOB KOMMYTaTopa

Onucanmne:

KOMaH,[[a npeaHa3HauCHa I 3alaHu TapaMeTpOB MHAWBUAYAJIbHBIX IJIA KaKAOT'O U3 IIOPTOB

KOMMYTaTOpa.

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpALIUHL:

config stp ports <list_of_ports> priority <priority>
config stp ports <list_of ports> state [enable| disable]
config stp ports <list_of_ports> pathcost <cost>
config stp port <list_of ports> edge [true | false | auto]

PEXHUM yIpaBIEHUS KOMMYTaTOPOM:

config stp ports <list_of_ports> priority <priority>
config stp ports <list_of_ports> state [enable| disable]
config stp ports <list_of_ports> pathcost <cost>
config stp port <list_of ports> edge [true | false | auto]
config stp port <list_of ports> migrate

ITapamerpsbi:
list_of ports CIHMCOK TOPTOB (OJWH IMOPT HWJIM HECKOJBKO IMOPTOB pa3aeCHHBIX
3HAKOM «—» HJIH «,») Wik komanaa all s Bcex mopToB
priority HACTpOIKa MPHOPHUTETA TIOPTAa KOMMYTaTOpa
prio MIPUOPUTET MOpTa KOMMYyTaTopa (B tuana3zone 0-255, miar 16)
state HaACTpoiika paboTsl mopTa B mpoTokose STP/RSTP
enable nopT ydactByet B padote STP/RSTP
disable mopT He y4yacTByeT B pabore STP/RSTP
pathcost HACTPOWKA CTOMMOCTH ITyTH MPOIyCcKa Tpaduka yepes mopT
cost ctouMocTh iyt (B nuamazonHe 0-200000000, 0 — aBTOMaTH4YECKHiA
BBEIOOP CTOMMOCTH B 3aBHCUMOCTH OT CKOPOCTH TTOPTA)
edge MpU3HAKa TPAaHUYHOCTH TIOPTa KOMMyTaTopa (T.e. JAaHHBIA MOPT
MOJIKIIIOUEH K OKOHEYHOMY YCTPOWCTBY, a HE K KOMMYTAaTOpy)
true IOPT SBJISACTCSA T'PAaHUYHBIM
false MOPT HE SBJISETCS TPAHUIHBIM
auto ABTOMATHYCCKOC ONPECACICHUE TPAHUYHOCTHU

H3m. |Iloan. | [lara
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migrate npusHaka Protocol Migration mopra kommyTtaTopa

2.25.3 Orobpaxenne HacTpoek u cocrossnust STP/RSTP

Onucanmue:

Komanga npeaHazHauCHa I 3aJaHuA 0T06pa)K€HI/I${ HAaCTpPOCK HU COCTOAHHUA pa6OTI>I

npotokosia STP/RSTP (s komMmmyTaTopa B 1eJ10M).

®opmar:

show stp bridge
ITapamerpsbi:

OTCyTCTBYIOT
2.25.4 Oroopaxenue HacTpoek u cocrosinusi STP/RSTP moproB kommyTaTopa

KOMaHI[a np€aHasHadyceHa i 3aJaHusd 0T06pa}KeHI/IH HaCTpOCK M COCTOAHUA pa6OTBI

npotokosia STP/RSTP (a1 mopToB KOMMyTaTopa).

dopmar:

show stp ports <list_of ports>

ITapamerpsi:

list_of_ports CIIUCOK TMOPTOB (OJWH TMOPT WM HECKOJBKO TIOPTOB pa3/eIeHHBIX

3HaAKOM «—» HUJIN «,») MNJIM KOMaHJa all AJId BCEX IMMOPTOB

H3m. |Iloan. | [lara
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2.26 Hacrpoiika LLDP
2.26.1 Pa3pemenne/3anpet padorst LLDP

Onucanmne:

Komanna npenna3zHaueHa Juist pa3pelieHus win 3anpera padotsl nporokona LLDP.

dopmar:

config lldp [enable | disable]

ITapameTpbi:

78

enable

paborta LLDP paspemiena

disable

pabota LLDP 3ampemniena

3m.

Ilonm.

Jlara
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2.26.2 Hacrpoiika napamerpoB LLDP o0mux 1jisi BceX NOPpTOB KOMMYTaTopa

Onucanmne:

Komannel npeaHasHaueHsl Juisi HacTpoiiku mnapameTpoB LLDP obmmx ans Bcex mnopros

KOMMYTAaTopa.

dopmar:

config lldp message_tx_interval <tx_interval>

config lldp message_tx_hold_multiplier <hold_multiplier>
config lldp tx_delay <tx_delay>

config Ildp reinit_delay <reinit_delay>

config lldp notification_interval <notification_interval>

ITapamerpsbi:

message_tx_interval

HACTpoOWKa HHTEpBaia Beiiauu coobmienuii LLDP

tx_interval

uHTepBal Beigaun cooduienuii LLDP (5-32768 cek)

message_tx_hold_multiplier

HaCTpOﬁKa MHOXKHUTCJIIA

hold_multiplier

MHOXHTENH (2-10)

tx_delay HACTPOUKA 3aJePKKH BBIIaYH
tx_delay 3anepkka Bbinaun (1-8192 cek, 3HaYeHHE JOKHO OBITH MEHBIIE, YEM
0.25 * tx_interval)
reinit_delay HACTpPOMKa 3aIePKKU TIOBTOPHON MHUIMATH3AIIUH
reinit_delay 3aJiepKKa MoBTOpHOM nHuIManu3auu (1-10 cex)

notification_interval

HAcTpoOlKa MHTEpBaJia BbIJauM cOOOIIeHni Snmp trap

notification_interval

HHTEpBaI Bblgaun coodmienuii sSnmp trap (5-3600 cex)

H3m. |Iloan. | [lara
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2.26.3 Hacrtpoiika napamerpoB LLDP mis kaxaoro mopra koMmmyraTropa

Onucanmne:

Komanpl npenHazHadeHsl st HacTpoiku napameTpoB LLDP uHauBuayanbHbIX A8 KaXa0To

U3 MOPTOB KOMMYTATOPA.

dopmar:

config lldp ports <list_of ports> notification [enable | disable]

config lldp ports <list_of ports> admin_status [tx_only | rx_only | tx_and_rx | disable]

config Ildp ports <list_of ports> mgt_addr [enable | disable]

config lldp ports <list_of ports> basic_tlvs [port_description | system_name |

system_description | system_capabilities | all] [enable | disable]

config lldp ports <list_of_ports> dotl_tlv_pvid [enable | disable]

config lldp ports <list_of _ports> dotl_tlv_vlan_name <list_of vlan_id> [enable | disable]
config Ildp ports <list_of ports> dot3 _tlvs [mac_phy_configuration_status | link_aggregation

| maximum_frame_size | all] [enable | disable]

ITapamerpsbi:
list_of ports CIIMCOK TMOPTOB (OAWH IMOPT WM HECKOJBKO IMOPTOB
pa3lesIeHHbIX 3HAKOM «—» WM «,») mwin koMana all mis Bcex
HOPTOB
notification HaCTpoiiKa paspenieHue Bbiiaun cooduennii LLDP
enable BbImaua coobmiennii LLDP paspemiena
disable BbI1aua coobmenuit LLDP 3ampemena
admin_status HACTpO¥iKa cTaryca nopra
tx_only MOPT TOJIBKO BhIaeT coodmienus LLDP
rx_only MOPT TOJIBKO MpUHUMAaET coobmenus LLDP
tx_and_rx MOPT IPUHUMAET U BbaeT coobmienus LLDP
disable pabota nporokona LLDP na mopty 3anperiena
mgt_addr HACTpOiKa pa3perieHue Bbiiaun TLV ¢ agpecoM ynpaBieHUsI
enable BbImaua TLV pasperiena
disable BbImaua TLV 3amnperiena
basic_tlvs HACTpO¥iKa pa3pemeHue Bbiaun 6a3oBbix 1LV
H3m. |Iloan. | [lara
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port_description

HACTpoOMKa pa3penieHue Beiauu 1LV ¢ onrcanuem nmopra

system_name

HacTpoiika pazpelnieHue Boigaun 1LV ¢ unMeHeM CUCTEMBI

system_description

HACTpOMKa pa3penieHne Beigadu 1LV ¢ onucanueM cucTeMbl

system_capabilities

HAaCTpOWKa paspemieHre Bbauyd LV ¢ BO3MOXHOCTSIMU

CHCTEMBI
all BCE BBIICTICPEYHCIICHHBIE OCHOBHBIE TLV
enable BbImaua TLV pasperrena
disable BbI1aua TLV 3ampemiena
dotl_tlv_pvid HacTpoiika paspemenue Bbiaun dotl TLV ¢ PVID
enable BbImaua TLV pasperrena
disable BbI1aua TLV 3ampemiena

dotl tlv_vlan_name

HacTpolika pasperienue Boyiayn dotl TLV ¢ umenem VLAN

list_ of vlan_id ciircok uaeHtudukaropos VLAN
enable BbIlauya TLV paspermiena
disable BeIgaua TLV 3anpemniena
dot3_tlvs HaCTpoiika paspernrenue Bgaun dot3 TLV

mac_phy_configuration_status

HacTpoiika paspemienue Bbaun 1LV c coctosauem MAC u

PHY nopta

link_aggregation

HACTpoMKa pa3penieHne Beigadu 1LV ¢ 00beTMHEHHEM TTOPTOB

maximum_frame_size

HACTpoOlika paspemieHne Bbeau LV ¢ MakcUMalbHBIM

pa3Mep makera

all BCE BBINICTIEPEUHCIICHHBIE OCHOBHBIE 1LV
enable BbImaua TLV pasperrena
disable BbI1aua TLV 3ampemiena

H3m. |Iloan. | [lara
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2.26.4 OToOpaxxenue HacTpoek U cocTtosinusi LLDP o6mux a5t Bcex mopTon

Onucanmne:

Komanna npennazHadyeHa ainsi oroOpaxenus napamerpoB LLDP o6mux s Bcex mopros

KOMMYTAaTopa.

dopmar:

show Ildp

ITapamerpsbi:

OTCyTCTBYIOT

2.26.5 Otoopa:kenune HacTtpoek LLDP njs kaxaoro nopra kommyraropa

Onucanmue:

Komanga mnpennaznadena pans ortoOpaxkeHuss mnapameTpoB LLDP wunmuBuayanbHbIX U1

KaXXJ10ro u3 nopToB KOMMyTaTopa.

®opmar:

show lldp ports <list_of ports>

ITapamerpsbi:

list_of ports CIIMCOK TOPTOB (OJWH TMOPT WM HECKOJBKO IMOPTOB
pa3JeseHHBIX 3HAKOM «—» WIIH «,») win komanaa all mis Bcex

MOPTOB

H3m. |Iloan. | [lara
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2.26.6 OTooOpa:xkenue gokajabHoil uHpopmauuu LLDP kommyTaTopa

Onucanmne:

Komanpl npeanasHadeHsl 11 oToOpaxeHus JiokanbHol nH(popmaruu LLDP (ucnonszyemoit

B BblIaBaeMbIxX maketax LLDP).

dopmar:

PEKUM peAAKTUPOBAHUS KOH(DUTYpALIUL:

omcymcmeyem

PEKUM YNPABIEHUA KOMMYTAaTOPOM:

show lldp local_ports <list_of ports>

ITapamerpsbi:

list_of ports

CIIMCOK IIOPTOB

(O,Z[I/IH nopT HWiIKM HECKOJBKO IIOPTOB

Pa3sACJICHHBIX 3HAKOM «—» HJIN ((,))) WK KOMaHJa all JJIA BCEX

IIOPTOB

Nsm. |Iloarm.

Jlara
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2.26.7 Oroopaxenue nunpopmauuu LLDP (BHemiHuX a00HEHTOB)

Onucanmne:

Komanel npegHazHaueHsl A1 oToOpakeHus yaaneHHoi nagopmanuu LLDP (momyuennoit ot

coceei).

dopmar:

PEXHUM PETAKTHPOBAHUS KOHPUTYPALIUK:
omcymcmeyem

PEXKUM YIIPABIEHUS KOMMYTAaTOPOM:

show Ildp remote_ports <list_of _ports>

ITapamerpsbi:

list_of_ports CHMCOK TMOPTOB (OJUMH TMOPT WM HECKOJIbKO TOPTOB
pa3elICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ans Bcex

IIOPTOB

2.26.8 BeiBoa cratuctuku LLDP

Onucanue:

Komanas! npeiHazHayeHsbl A1 0TOOpaxKeHus craTucTuueckoi nHpopmaruu LLDP.

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:
omcymcmeyem

PEXUM YIPABICHUS] KOMMYTaTOPOM:

show lldp statistics [ports <list_of ports>]

ITapamerpsbi:

list_of ports CIIMCOK TOPTOB (OJWH TMOPT WM HECKOJHKO IMOPTOB
pa3eseHHBIX 3HAKOM «—» HWIIH «,») win komanaa all s Bcex

MOPTOB

H3m. |Iloan. | [lara
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2.27 Hacrpoiika ERPS

2.27.1 Paspemenne/3anpetr ERPS

Onucanue:

Komanna npegHa3zHaueHa 1)1 BKIIOUEHUS WK OTKJIFOYEHHS paboThl mpoTtokoja ERPS.

[Ipy BKIIOYEHUH MPOTOKOJA BKJIFOYAOTCS BCE CO3JaHHBIC KoJbla. Ilepen BKIIOYCHHEM
MIPOTOKOJIa MIPOBEPSIOTCS 3a7aHHbie (admin) mapameTpsl KaXkI0ro KOJbla U, B CAyd4ae OTCYTCTBHUS
o1nOO0K, MPOTOKOJ BKItoyaeTcs. [Ipu Hamuuuu omuboK BBIBOJUTCS cOOOIIeHHE 00 OINOKe.

[Tpu BBIKITFOUEHUH TIPOTOKOJIA BCE KOJBI[A OCTAHABIMBAIOTCS, TIOPTHI IEPEBOSATCS B COCTOSIHHE

repeHarnpaBJcHus IaKeTOB.

®opmar:

config erps [enable | disable]

ITapamerpsl:

enable BKJIIOYCHHUE MPOTOKOJIA

disable BBIKJTFOUCHHE TIPOTOKOJIA

2.27.2 Co3nanue koabua ERPS

Onucanmue:

KOMaHI[a npeaHasHa4dycHa IJid CO3daHHA KOJIbLA. 3HadecHUS NEPpCMCHHBIX HA3HAYAIOTCA II0

YMOJJIYaHHIO.

dopmar:

create erps raps_vlan <vid> ring_id <rid>

ITapamerpsl:
raps_vlan 3aganne R-APS VLAN
vid VLAN ID (1-4094)
ring_id 3aganue Ring ld xombiia
rid unentudukarop Ring 1d konsia (1-239)

H3m. |Iloan. | [lara
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2.27.3 Ynaaenue xkojabna ERPS

Onucanmne:

Komanaa mpennaznauena juis ynaiaenust koiblla ERPS. Konbio m0mkHO OBITE OCTAaHOBIEHO

(nepeBeneHo B coctosinue disabled) nepen ynanenuem. R-APS VLAN nipu 3TOM He yaanseTcs..

dopmar:

delete erps raps_vlan <vid> ring_id <rid>

ITapameTpbi:
raps_vlan 3ananue R-APS VLAN
vid VLAN ID (1-4094)
ring_id 3aganue Ring ld kosbia
rid unentudukarop Ring Id xonbia (1-239)

H3m. |Iloan. | [lara
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2.27.4 Kondurypuponanmue koJjiengf ERPS

Onucanmne:

['pyrnmna KoMaHa UCHOIB3YETCs JUIsl KOHUTYPUPOBAHUS KOJIELL.

[Tapametpsr Vid, rid sBisitoTcst MneHTU(GUKATOpAMH, WX HEJb3S U3MEHUTH IOCIE CO3JaHHS
KOJIBIIA.

[Togpo6HOE ommcanue KoMaHI cM. B JokymeHTe «Onucanue mpotokoiia ERPS» B pazmene
«Hactpoiika mpotokona ERPSy.

3HayeHUsT TIPH YCTAHOBKE NpOBEpstoTcs. lIpoBepka MPOUCXOMUT TPU BKIIOYEHUH BCETO
MIPOTOKOJIa U KOHKPETHOTO KOJIbIa WJIM y>K€ B MOMEHT paboThl Konbla. [TapameTpsl, pa3aeneHHbIe 1O
admin (3amanHbeiM) 1 Operative (pabo4yrM) B ciiyyae OIIMOKM MPU MPOBEpKE MEHsIOT adMmin 3HaueHwue,
operative ocraercsi Hem3meHHbIM. [lapamerpst RPL role m RPL port naumnaror neiicrBoBaTh
HEMEJUJICHHO B Cllyyae OTCYTCTBHUS OLIMOKM, WESt, €ast mopThl — TOJBKO IMOCIE Mepe3anycka Kojblia
WM 1100abHOTO nepe3amycka. s ocTanbHBIX apaMeTpoB 3HAYEHHE MEHSCTCS MPH MPOXOXKICHUN

IIPOBEPKHU aHAJIOTHYHBIM 06pa30M I OT6paCBIBaeTC$I IIPpU HE IMPOXOXKIACHHUU.

dopmar:

config erps raps_vlan <vid> ring_id <rid> state [enable | disable]

config erps raps_vlan <vid> ring_id <rid> ring_port [west <port> | east <port>]
config erps raps_vlan <vid> ring_id <rid> rpl_role [owner | neighbour | none]
config erps raps_vlan <vid> ring_id <rid> rpl_port [west | east | none]

config erps raps_vlan <vid> ring_id <rid> protected_vlan [add | delete] vlanid <vidlist>
config erps raps_vlan <vid> ring_id <rid> revertive [enable | disable]

config erps raps_vlan <vid> ring_id <rid> no_virtual_channel [enable | disable]
config erps raps_vlan <vid> ring_id <rid> version [1 | 2]

config erps raps_vlan <vid> ring_id <rid> ring_type [major | subring]

config erps raps_vlan <vid> ring_id <rid> ring_mel <value>

config erps raps_vlan <vid> ring_id <rid> timer holdoff_time <time>

config erps raps_vlan <vid> ring_id <rid> timer guard_time <time>

config erps raps_vlan <vid> ring_id <rid> timer wtr_time <time>

IMapameTpbi:
raps_vlan R-APS VLAN
vid VLAN ID (1-4094)
ring_id Ring Id konbma
rid unentudukarop Ring Id xonbia (1-239)
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state BKJIIOUEHNE/BBIKJIIFOYEHNE OTAEIBHBIX KOJIEL]
enable BKJIFOYUTH KOJIBLIO
disable OTKJIFOUHUTH KOJIBLIO
ring_port YCTaHOBKA ITOPTOB KOJIbIIA
west YCTaHOBKA 3aMaIHOTO TIOpTa
port HOMED TTOpTa
east yCTaHOBKA BOCTOYHOT'O IOpPTa
port HOMEp IopTa
rpl_role ycranoBka mapamerpa RPL role
owner RPL Owner
neighbour RPL neighbour
none OOBIYHBIN y3€J KOJIbIIa
rpl_port ycTaHoBKa mapamerpa RPL mopt
west B kadectBe RPL mopra ucnosnp3yercs 3anaHblii HOPT
east B kauecTBe RPL nopta ucnosnb3yercs BOCTOYHBIN TOPT
none RPL nopt He 3aman
protected_vlan yCTaHOBKa nepeuns 3ammuinaeMbix VLAN
add 100aBUTh C MEPEUCHb 3alUIaeMbIx ykazanubie VLAN
delete YIQIATh U3 TIEPEeYHs 3amuinaeMbix ykazanapie VLAN
vlanid unentudukaropsr VLAN
vidlist ccok VLAN pa3ieneHHBIX 3HAKOM «—» WU «,», HE MOXET
cosragats ¢ RAPS VLAN
revertive ycTaHoBKa napamerpa Revertive mode
enable C BOCCTAHOBJICHHEM TOITIOJIOTHH ITOCJIC aBapHH
disable 0e3 BOCCTAHOBJICHHUS TOTIOJIOTHH TIOCJIC aBapHU

no_virtual_channel

ycranoBka napamerpa No Virtual channel

enable C UCTIOJIb30BAaHUEM BUPTYaJbHOTO KaHala
disable 0e3 UCIOJIb30BaHUs BUPTYaJIbHOTO KaHaa
version ycraHoBka napamerpa RAPS version
1 B PEXHUME COBMECTHMOCTH C JPYTUMHU Yy3JIaMH, KOTOPbIC HE

oJIePIKHUBalOT 00paboTKy koman i oreparopa (MS, FS, Clear)
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U pexuM 0e3 BOCCTAHOBICHUS HMCXOIHOW TOMOIOrHU (NON
revertive). Pexxum paboTel cooTBeTcTBYyeT cranmapty ITU-T
G.8032 (2008) u momomuenuro ITU-T G.8032 (Amendment 1,
2009);

2 B PpEXUME NOJJEPKKH BBIIICYKa3aHHBIX KOMaHZA. Pexum
pabotsl cootBeTcTBYeT cTtanmapty ITU-T G.8032 (2012)
version ycTaHoBKa mapamerpa Ring type
major KOJIBIIO pabOTaeT Kak OCHOBHOE: BCETJa 3aMKHYTO, PEeXXHM 0e3
BUPTYAJIBHOTO KaHaja He aKTyaJleH
subring KOJIBIIO PabOTaeT KakK MOAKOJBIO: MOIPa3yMeBaeTCs, YTO OHO
HOJIKJIFOYCHO K OCHOBHOMY KOJIBILY Ha Mape y3JIOB COCTUHCHHSI
KOJIeI]
ring_mel ycTraHoBKa mapameTtpa ring MEL
value ypoBerb MEL mist xombia (0 - 7)
holdoff_time ycraHoBka 3HaueHus Taiimepa holdoff
time uaTepBan Taiimepa (0-10000 mc, mrar 100 mc)
guard_time yCcTaHOBKa 3Ha4YeHuUs Taiimepa guard
time unTepsan Taiimepa (10-2000 mc, mrar 10 mc)
wtr_time yCTaHOBKA 3Ha4Y€HMs Taimepa Wir
time uHTepBai TaiiMepa (1-12 Mun)
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2.27.5 Hactpoiika coefuHeHHsl KoJIel]

Onucanmne:

['pyrnna KoMaHa UCHIOIB3YETCs JUIsl HACTPOWKM M COEAMHEHHsI KoJtell (TI0AKOJIel).

dopmar:

config erps raps_vlan <vid1> ring_id <rid1> [add | delete] subring raps_vlan <vid2> ring_id

<rid2>

config erps raps_vlan <vidl> ring_id <rid1> subring raps_vlan <vid2> ring_id <rid2>

tc_propagation [enable | disable]:

ITapameTpsbi:

raps_vlan R-APS VLAN 0CHOBHOTrO KOJIbIIa

vidl VLAN ID (1-4094)
ring_id Ring Id koblia OCHOBHOT'O KOJIbIIA

ridl unentudukarop Ring Id xonbia (1-239)
add CO3JIaHKE CBA3H MEK/Y KOJIBIIOM U TOAKOIBIIOM
delete yIAJICHHE CBSI3H MEXK/Y KOJBIIOM U MOIKOJIBIIOM
subring 3a7aHue HHPOPMAIMH O TIOAKOJIBIIE
raps_vlan R-APS VLAN moakomibia

vid2 VLAN ID (1-4094)
ring_id Ring Id moxkosbia

rid2 unentudukarop Ring 1d konsia (1-239)

tc_propagation

BKJIFOUEHME/BLIKITIOUECHUE nepcaaun CHUIrHajia 00 aBapun Ha

MTO/IKOJIBIIE OCHOBHOMY KOJIBITY

enable

BKJIFOYUTH MEpeavy

disable

BBIKIIFOUUTD II€pCaavdy
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2.27.6 YnpaBJjieHue 3allUChIO Jiora, Beigavei coodomenniit SNMP TRAP

Onucanmne:

KOME[H,[[BI HCIIOJIB3YCTCA IAJIA:
— BKJIIOUCHMS/BBIKIIOUCHHS JIOT HUPOBAHUMA COO6H_[CHI/II71 IMPOTOKOJIA B IMaMATU KOMMYTATOpa U

BbIauy cooOmeHuii Syslog mpu Bo3HHKHOBEHHMH cOObITHH mpu pabore ERPS (BbBOa coOBITHIK

KOMMYTaTOpa, BKIo4ast coObITHsI ERPS MOKHO BBINOIHATE KOMaHI0i «Show 10g»).

— BKJIIOYCHHSI/BBIKJIIOUEHUS] OTIPABKHU COOOIIEHUI SNMP trap mnpu BO3HUKHOBEHHH COOBITUI

ipu pabote ERPS.

dopmar:

config erps log [enable | disable]
config erps trap [enable | disable]

ITapamerpsi:
log BKJIFOUEHUE/BBIKIIOYEHHE JJOTUPOBAHUS COOOIIEHUI
nporokoia ERPS
enable BKJIIOYMTB JIOTHPOBAaHUE
disable BBIKITIOYUTH JIOTUPOBAHUE
trap BKJIFOUCHHE/BBIKIIIOUEHHIE OTIPABKU COOOIIeHNH Snmp trap mpu
BO3HMKHOBEHUH coObITHH Tpu pabote ERPS
enable BKJIFOUUTBH OTIPABKY
disable BBIKITIOUUTH OTIIPABKY
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2.27.7 BoiBoa nH(pOpPMALIMHU O COCTOTHUHU NPoToKoJa ERPS

Onucanmne:

KOMaH,Z[a HCIIOJIB3YCTCA U BBIBOJA I/IH(I)OpMaI_II/II/I O KOHKPCTHOM KOJIBIC HJIM BCEX KOJbLAX

cpasy.
dopmar:
show erps
show erps raps_vlan <vid> ring_id <rid>
ITapametpsbi:
raps_vlan R-APS VLAN
vid VLAN ID (1-4094)
ring_id Ring Id konbia
rid unentudukarop Ring Id xonsia (1-239)

2.27.8 BeiBox uH(pOpMALIHM O CBSA3SIX MEKAY KOJbIAMHU U MOAKOJIbIAMH

Onucanmue:

Komanpga wucmonb3yercs sl BBIBOJAa MHPOPMAITUN O CBSI3SX MEXKIYy OCHOBHBIMU KOJBIIAMH H
nojkosbiiaMu. Ecnmm ykaseiBaetess R-APS VLAN, Ring ld konblia, mepeducisiFoTcs TMOAKOJIbIIA,

NOAKIFOYCHHBIC K 3TOMY OCHOBHOMY KOJIBITY.

dopmar:

show erps subrings

show erps subrings raps_vlan <vid> ring_id <rid>

ITapameTpsbi:
raps_vlan R-APS VLAN
vid VLAN ID (1-4094)
ring_id Ring Id konba
rid unentudukarop Ring Id xonba (1-239)
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2.27.9 BbIBOA CTATHCTHKH NMPOTOKOJIA

Onucanmne:

KOMaH,[[a HUCIOJIB3YCTCA IJIA BbBIBOJA CTATUCTUKH IIO IIPOTOKOJIY. Ecmu YKa3bIBACTCA R-APS

VLAN, Ring Id xosbIia, nepedyncsiFOTCs MOIKOJIbIIA, TOIKIOYCHHBIC K ’TOMY OCHOBHOMY KOJIBILY.

dopmar:

PEXHUM PETAKTHPOBAHUS KOHPUTYPALIUK:
omcymcmeyem

PEXKUM YIIPABIEHUS KOMMYTAaTOPOM:

show erps statistics
show erps statistics raps_vlan <vid> ring_id <rid>

ITapamerpsl:
raps_vlan R-APS VLAN
vid VLAN ID (1-4094)
ring_id Ring Id konbia
rid unentudukarop Ring Id xonsra (1-239)
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2.27.10 Komanasl oneparopa

Onucanmne:

KoMaH bl HCTIONIB3yeTCs IS

— MPUHYUTEILHON CMEHBI OJIOKHPOBAHHOTO MTOPTA Ha y3JIe KOJbIIA,

— Py4YHOU CMEHBI OJIOKUPOBAHHOTO MOPTa Ha y3j€ KOJbla (KOMaHIa BBIIOIHACTCS TMPH
OTCYTCTBUH aBapHUU Ha KOJbIIC M APYrHX 0o0Jice MPUOPHUTETHBIX cOObITHIA. [loapoOHEe CM. TOKYMEHT
«Ommcanne npotokona ERPSy);

— cbpoca cocrosuus mporokoiaa Manual Switch, Forced Switch, a Taxke s epeBoa KoJiblia
u3 cocrosiuus Pending B cocrosinue ldle (komanma 1o/KHA IPUMEHSTBCS Ha y3j1€ KOJIbLIA, I/1e ObUIH
BbI3BaHbl KoMauabl Forced switch, Manual switch. [lns ciyuaes, korma y3en ¢ Forced Switch 6but

yAaneH u3 KOJblia U T.J. CM. JOKyMeHT «Onucanue nporokona ERPSy).

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:
omcymcmeyem

PEXUM YIPABICHHUS] KOMMYTaTOPOM:

config erps raps_vlan <vid> ring_id <rid> forced_switch [west | east]
config erps raps_vlan <vid> ring_id <rid> manual_switch [west | east]
config erps raps_vlan <vid> ring_id <rid> clear

ITapametpsbi:
raps_vlan R-APS VLAN
vid VLAN ID (1-4094)
ring_id Ring Id konbia
rid unentudukarop Ring Id xonsa (1-239)
forced_switch NPUHYIUTEIbHAS CMEHa OJOKHMPOBAaHHOTO TOpTa Ha y37e
KOJIbIIA
manual_switch py4Hasi CMeHa OJIOKMPOBAHHOTO MOPTA Ha y3JIe KOJIbIla
clear copoca cocrosus nmporokoia Manual Switch, Forced Switch,
a TaKKe JUIS TepeBoja Koyiblla W3 cocrtosHus Pending B
cocrosiaue ldle
west NPUMEHUTH KOMaH/y K 3aMaHOMY TOPTY
east IPUMCHUTh KOMaHAY K BOCTOYHOMY IOPTY
H3m. |Iloan. | [lara
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2.28 Oowvenmnenne noptos (Port Trunking, Link Aggregation)

2.28.1 Co3nanue 00beJUHEHHS TIOPTOB

Onucanue:

KOMaHI[a HCIIOJIB3YECTCA IJIs1 CO3AaHUA HOBOI'O O6”be,Z[I/IHeHI/IH IIOPTOB.

®opmar:

create aggregation <aggregation_number> ports <list_of ports> type [static | lacp]

ITapamerpsi:

aggregation_number

HOMep rpybl moptos (1-8)

ports 3aJ1aeT CIHUCOK O0OBEAUHIEMbIX IOPTOB
list_of ports CIIMCOK MOPTOB (OJMH MOPT WM HECKOJIBKO (10 8-MH) MMOPTOB,
Pa3JEIEHHBIX 3HAKOM «—» UITH «,»)
type 3aJ1aeT TUIl 00BEAMHEHUS
static CTaTHYECKOEe 00bEeTMHEHHUE TIOPTOB
lacp 00bEeIMHEHNE TIOPTOB C UCTIOJIB30BaHuEM npoTokoia LACP
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2.28.2 Hactpoiika 00be1uHeHNsI IOPTOB

Onucanmne:

Komannp! ucnonb3yrorcs 1ist:

— HACTPOUKH aJIrOpUTMa OaJaHCUPOBKU;

— U3MCHCHUA THUIIA O6’BCI{I/IH€HI/15[;

— U3MCHEHHS CITUCKA IMOPTOB, BXOAIINX B 00bEAMHCHHE.
®opmar:

config aggregation algorithm [xor | hash]
config aggregation <aggregation_number> type [static | lacp]
config aggregation <aggregation_number> ports <list_of_ports>

ITapamerpsl:
algorithm HACTpOWKa ajropuTMa OaTaHCUPOBKM B  OOBEAMHEHUH
(mompoOnee cM. pasgen  “OObenuHeHHe  MOPTOB” B
“PyKOBOJCTBE 10 AKCIUTyaTalMi~ KOMMYTaTopa)
xor UCTONB30BaTh  (DYHKIMIO  HWCKIIOYAollee WM JUIA
0aaHCUPOBKU
hash Hcnons3oBate hash- gyakumio mis 6anaHCcUpoBKH
aggregation_number HOMep rpymnibl mopTos (1-8)
type 3a/1aeT TUT 00bETNHEHUS
static CTaTH4ecKoe 00beIMHEHHE TOPTOB
lacp 00bEeTMHEHNE TIOPTOB C UCTIOJIB30BaHuEM npoTokoia LACP
ports 3aJ1a€T CIIUCOK 00bEINHIEMBIX IIOPTOB
list_of_ports CIHMCOK MOPTOB (OAMH MOPT UM HECKOJIBKO (O 8-MH) MOPTOB,
pa3eIeHHBIX 3HAKOM «—» WU «,»)
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2.28.3 OToOpakeHne HACTPOEK 00beIMHEHUSI TOPTOB

Onucanmne:

KOMaH,[[a HCIIOJIB3YCTCS JIA OTO6pa)KeHI/I}I HACTPOCK O6T>€I[I/IHCHI/Iﬁ IMOPTOB.

®opmar:

show aggregation

ITapamerpsbi:

OTCyTCTBYIOT

2.28.4 Ynanenue o0beTMHEeHHs TOPTOB

Onucanue:
Komanna ucnonp3yercs s yaajJeHus paHee CO3JaHHOTO 00bEMHEHUS TOPTOB.
®opmar:

delete aggregation <aggregation_number>

ITapamerpsbl:

aggregation_number HOMEp yAaasieMoii rpymibl mopToB (1-8)
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2.29 poToko. ynpasJjenusi 00beanHeHusiMm noptos (LACP)

2.29.1 Hacrpoiika LACP

Onucanue:

Komanna ucnons3yercs 1uist HacTpoiiku padotsl mpotokona LACP.

dopmar:

config lacp ports <list_of ports> mode [active | passive]

ITapamerpsl:
list_of_ports CIIMCOK TOPTOB (OXMH TOPT WM HECKOJIBKO TIOPTOB
pa3JeTICHHBIX 3HAKOM «—» HIH «,») win komanzaa all mis Beex
HOPTOB
mode 3amaeT pexxum padotsl LACP
active aKTUBHBINA pexum padote LACP
passive naccuBHBIN pexxum padotsr LACP

2.29.2 Oroopaxenue Hactpoiiku LACP

Onucanue:

Komanna ucrons3yercst 11t 0ToOpakeHusT HaCTPOMKHU paboThl mpoTokosa LACP.

dopmar:

show lacp mode [ports <list_of ports>]

IMapameTpbi:

list_of ports CIUCOK TMOPTOB (OAMH TOPT WM HECKOJIbKO TIOPTOB

pa3/ieICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex

MOPTOB
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2.29.3 BeiBoa cratuctuku LACP

Onucanmne:

Komanna ucnonp3yercs At 0TOOpaXeHUs CTaTUCTUKH paboThl npotokoia LACP.

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYypaLIUd:

omcymcmeyem

PCIKUM YIIPABJIICHHUA KOMMYTATOPOM:

show lacp statistics [ports <list_of ports>]

ITapamerpsl:

list_of ports CIIMCOK  TOpPTOB

MOPTOB

(OILI/IH nopT wWJIM HECKOJBKO IIOPTOB

pa3leNIeHHBIX 3HAKOM «—» HJIH «,») mwin koManna all mis Bcex

2.29.4 Bouioa ungopmanuu LACP mis kaxkaoro u3 odbe1uHeHHd MOPTOB

Onucanmue:

Komanpa ucrionb3yercs At oToopaxeHust mHpopmarmu o padore mpotokona LACP.

®opmar:

PEXHUM PEIAKTUPOBAHUS KOHPUTYpaLIUd:

omcymcmeyem
PEKUM YIPABIEHUS KOMMYTaTOPOM:

show lacp

ITapamerpsbi:

OTCyTCTBYIOT

3m.

Ilonm.
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2.29.5 BoiBoa ungopmanuu LACP ais kasaoro u3 nopToB KOMMYyTaTopa

Onucanmne:

KOMaH,[[a HUCIOJIB3YCTCA JIA 0T06pa)KeHI/I}I I/IH(I)OpMaI_II/II/I 0 COCTOSAAHUH IIOPTOB IIpPHU pa60Te

npotokosa LACP.

®opmar:

PEXUM PEIAKTHPOBAHUS KOHPUTYpaLIU:

omcymcmeyem

PEKUM YNPABIEHUS KOMMYTaTOPOM:

show lacp ports <list_of ports>

ITapamerpsl:

list_of ports

CIIMCOK IIOPTOB

(OIMH  TOPT WJIM HECKOJBKO TIOPTOB

PasaACICHHBIX 3HAKOM «—» HJIN ((,») WM KOMaHJda all JJIs1 BCEX

IIOPTOB

Nsm. |Iloarm.
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2.30 KauectBo oocay:kuBanus (Q0S)

2.30.1 Hacrpoiika mpuopuTeTa KaJpoB

Onucanue:

Komanpl uCHonb3yI0TCS A1l HACTPOMKHU MPUOPUTETA JIJIsl BXOASIIUX KaJApPOB (CM. TaOIuILy).

dopmar:

config priority ports <list_of_ports> default <default_priority>
config priority ports <list_of ports> select [default | user_priority | dscp | all]
config priority ports <list_of ports> preferential [user_priority | dscp]

ITapamerpsbl:
list_of ports CIIMCOK TOPTOB (OOWH TMOPT WM HECKOJBKO IMOPTOB
pa3IeICHHBIX 3HAKOM «—» WU «,») mwin komanaa all gms Bcex
HIOPTOB
default HACTpPOIKa NPUOPHUTETA KAJAPOB 110 YMOTYAHUIO
lacp_mode NPUOPHUTET KaapoB 1o ymouanuto (0-7)
select HACTpOIiKa BIOOpA MPHOPHUTETA Kaapa
default UCIIOJIb30BATh MPHOPUTET 110 YMOITYAHUIO

user_priority

HCIIOJIB30BaTh mpuopureT u3 monst PRI tera

dscp

HCIIOJIB30BaTh npuopureT u3 noist DiffServ mmum Traffic Class

all

HCIIOJIH30BATh BCE MPUOPUTETHI (CM. TaOJIHILY)

preferential

HACTpOIKa IpenoYnTaeMoro MpHUOpUTETa

user_priority

npeanoyrnTaeMblii npuoputeT u3 o PRI Tera

dscp

MPEANIOYUTAEMBIN NPUOPUTET u3 nosst PRI tera / w3 mons

DiffServ nnu Traffic Class
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2.30.2 OToOpakeHune NPHOPUTETA MOPTOB MO YMOJTYAHUIO

Onucanmne:

KOMaH,Z[a HCIIOJIB3YCTC JIA OTO6pa)KeHI/IH HaCTpOﬁKH IMPUOPUTETA VI BXOAAIINX KAaAPOB.

®opmar:

show priority [ports <list_of ports>]

ITapamerpsbI:
list_of ports CIIMCOK TOPTOB (OAWH IMOPT WM HECKOJHKO IMOPTOB
pa3lesIeHHbIX 3HAKOM «—» HJIH «,») mwin koMana all mis Bcex
IOPTOB
Br16pannsbrit IIpeanounTtaemslii .
Tumn BXogHOTO Kaapa Hcnonp3yemblil npuopUTeT
OPUOPHUTET MPUOPUTET
default Bce - [TpuopuTeT MO YyMOTYAHUIO
user priority Kanp 6e3 Tera - [TpuopuTeT MO YyMOTYAHUIO
Kanp c rerom - [Ipuopuret u3 monsa PRI tera
(cM. pucynok 10 — CrpykTypa
Ethernet-miakera)
dscp He IPv4 unu e IPV6 kanp - [IpuoputeT N0 yMOTUaHUIO
IPv4 unu IPV6 xamp - [TpuopuTer u3 nosst DiffServ
(IPv4)® wm Traffic Class
(IPv6)*
all He IPv4 unu e IPv6 kaap 0e3 Tera - [IpropuTeT MO YMOITYAHHIO
IPv4 wu IPV6 kaap 6e3 Tera - IMpuopurer u3 mois DiffServ
(IPv4) unu Traffic Class
(IPv6)
He IPv4 unm ve IPV6 xanp ¢ terom - IIpuopurer u3 nmomnst PRI tera
IPv4 unu IPV6 kanp ¢ Terom dscp [Mpuopwurer u3 nomns PRI Tera /

[MpuopuTer u3 nosst DiffServ
(IPv4) unu Traffic Class
(IPv6)

user priority

[Ipuopurer u3 monst PRI Tera

top® cm. none Differentiated Services Code Point B crpykrype IPv4-nakera
4 cm. mosnte Traffic Class B ctpykrype IPv6-nakera
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Anpec HasHayeHus AJpec UCToyHuKa Twvin [aHHble CRC
RN [ [ [ [ ]
Anpec HasHayeHus AJpec UCToyHMKa Ter Twn [aHHble CRC
[T P [ [ [ []
PTID (0x8100) Priority |CFI VLAN ID
HEEEEEEEEEEEEEEN HEEEEEEREN

Ha pucynke 10 npuBeneHsl:

a) maket 0e3 VLAN Tera (untagged);
b) maker ¢ VLAN terom (eciu VLAN ID = 0 — priority tagged, unaue — tagged)
c) crpykrypa VLAN rera.

Pucynoxk 10 — Crpykrypa Ethernet makera

2.30.3 Hacrpoiika HaG0pOB aJrOPUTMOB MJIAHUPOBAHUS OUYepeaei

Onucanue:

KOMaH,Z[a HUCIIOJIB3YCTCA JIA HaCTpOﬁKH AJITOPUTMOB IINIAHUPOBAHUA oqepez[eﬁ.

®opmar:

config qos <list_of _ports> mode [wrr4 | splwrr3 | sp2wrr2 | sp4]

ITapamerpsbi:
list_of ports CIIHCOK TOPTOB (OAWH TMMOPT WM HECKOJBKO IMOPTOB
pa3leNIeHHbIX 3HAKOM «—» WJIM «,») mwin koMaa all mis Bcex
MIOPTOB
mode HacTpoiika Habopa odepeseit
wrr4 B3BEIICHHOE KPYroBOe 00CIyKHBaHHE ISl BceX 4-X ouepezeit
splwrr3 CTpOroe NpPUOPUTETHOE OOCIy)KMBaHUE s odepend 3 u
B3BEIIIEHHOE KPYroBoe o0cykuBaHue ais ouepenei 0, 1 u 2
sp2wrr2 CTPOro€ MPUOPUTETHOE OOCITY)KHWBAaHHME I odepenen 3, 2 u
B3BEIICHHOE KPYroBoe o0ciyxuBanue st ouepeaeii 0 u 1
sp4 CTPOro€ MPUOPUTETHOE 0OCTYKHBAHUE JJIsSI BCEX 4-X ouepeneit

Nsm. |Iloxam.
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2.30.4 OToOpaxkeHne HAOOPOB AJTOPUTMOB IJIAHUPOBAHMS OYepenei

Onucanmne:

KOMaH,[[a HCIIOJIB3YCTCS JIA OTO6pa)KeHI/I}I HaCTpOﬁKH AJITOPUTMOB IINIAHUPOBAHU A oqepeneﬁ.

dopmar:

show qos [ports <list_of ports>]

ITapametpsbi:

list_of ports CIOHCOK TOPTOB (OJWMH TOPT WM HECKOJIbKO TOPTOB

pa3eCHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex

MIOPTOB

2.30.5 Hacrpoiika oTodpaskenus moJjist dscp B kiacce Tpadguka (HomMep ovepean)

Onucanue:

Komania ucrosb3yeTcs A1l HACTPOHKH 0TOOpaXkeHus mosist dSCP B kiacc Tpaduka.

®opmar:

config map dscp <field_dscp> <traffic_class>

ITapamerpsbl:
field_dscp snavenue nosst DSCP (0-63)
traffic_class kiacc tpaduka (0-3)

H3m. |Iloan. | [lara
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2.30.6 BuiBoa oToOpazkenus moJist dSCp B Kiacce Tpadguka (HoMep odepean)

Onucanmne:

KOMaH,Z[a HCIIOJIB3YCTCA IJIA OTO6pa)KeHI/I${ HaCTPOﬁKH OTO6pa)KCHI/ISI I10JIA dSCp B KJacCcC

Tpaduka.

dopmar:

show map dscp [list_of field dscp]

IMapameTpbi:

list_of field_dscp

crucok 3Hauenue mojst DSCP (0-63)

2.30.7 Hactpoiika oTo0paskeHus moJist USer priority B kiacc Tpaduka (Homep ouyepenan)

Onucanue:

Komania ucrosb3yeTcs A1 HACTPOHKH OTOOpaXKeHus 1oJist USEr Priority B kimacc tpaduka.

dopmar:

config map up <field_up> <traffic_class>

IMapameTpbi:

field _up

snavenue nosss UP (0-7)

traffic_class

kiacc tpaduka (0-3)

H3m. |Iloan. | [lara
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2.30.8 BuiBoa 0TOOpaKeHHs MOJIs USEr priority B kiacce Tpadguka (HoMep ovepean)

Onucanmne:
Komanna ucrnonb3yercs it 0TOOpayKeHHs HACTPOUKH OTOOpaskeHUs 1moJist USer priority B kiacc

Tpaduka.

dopmar:

show map up [list_of field_up]

ITapametpsbi:

list_of field up criircok 3Havenuit moist UP (0-7)

2.30.9 Hacrpoiika 3amemeHnust moJisi USer priority

Onucanmue:

Komania rcronb3yeTcs sl HACTPOMKH 3aMeIlIeH s oJIst USer priority.

dopmar:

config remap up ports <list_of ports> <up_priority> <remap_up_priority>

IMapameTpbi:
list_of _ports CIIMCOK TOPTOB (OOWH TMOPT WM HECKOJIBKO IMOPTOB
pa3iesICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex
OPTOB
up_priority 3navenue nosss UP (0-7)
remap_up_priority samertatomuii mpuoputet UP (0-7)

H3m. |Iloan. | [lara
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2.30.10 BbIBoa HACTpOIiKHM 3aMeleHust MoJIs USer priority

Onucanmne:

Komana ucrnosnb3yercs 1iisi OTOOpa)KeHUsT HAaCTPOMKHU 3aMEILeHHsI IOJIst USer priority.

dopmar:

show remap up [ports <list_of ports>]

ITapametpsbi:

list_of ports CHMCOK TMOPTOB (OJWMH TMOPT WM HECKOJIbKO TIOPTOB
pa3lIeNICHHBIX 3HAKOM «—» WU «,»; €CIU CHUCOK OMYIIEH, TO

OyneT BbIBeaeHa HH(OpPMAITUS ISl BCEX MOPTOB)

H3m. |Iloan. | [lara
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2.31 ®uabpTpanus U orpaHnYeHne BHLIXOJHOr0 Tpaduka

KommyTarop  mo3Bosisier  HacTpauBaThb  (QuIbTpaluio  (MPUHYIUTENbHBIH  O0TOPOC)
MHOT0AJ[PECHOTO W/MJIM 3aTOIUISIOMIETO (OJHOAIPECHBIH C HEM3BECTHBIM AJpPECOM HAa3HAYCHHUS)
Tpaduka Ha KaXIOM M3 MOPTOB. Tak ke KOMMYTAaTOp MO3BOJSET OTPAHUYHUTH BBIXOJHOW Tpaduk Ha

KaXXJ10M U3 MOPTOB.

2.31.1 Hacrpoiika ¢puiabTpanun BbIXOAHOr0 Tpaguka

Onucanmue:

Komanel ucnonb3yercst [y HaCTporku (puiibTpannu (0TOpackiBaHusI) BBIXOAHOTO Tpaduka.

®opmar:

config discard ports <list_of ports> multicast [enable | disable]
config discard ports <list_of ports> flooding [enable | disable]

ITapameTpbi:
list_of_ports CIIUCOK TOPTOB (OIMH TOPT MM HECKOJIbKO TIOPTOB
pa3ieICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex
MOPTOB
multicast HACTpOiKa QUIBTPALKE MHOT0IPECHOTO TpaduKa
enable paspenuTh GUIbTPALUIO
disable 3anpeTUTh PUIBTPALIUIO
flooding HAcTpoWKa (PMIIbTPALIMKU 3aTOILIAIONIET0 Tpaduka
enable paspenuTh QUILTPALUIO
disable 3anpeTUTh PUIBTPALIUIO

H3m. |Iloan. | [lara
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2.31.2 OToOpakeHne HACTPOITKH PUIbLTPAIUH

Onucanmne:

Komanna wucnonb3yercss Juisi OTOOpaskeHHsl HACTpOWku (uibTpauuu (0TOpachIBaHUS)

BBIXOJHOTO TpaduKa.

®opmar:

show discard [ports <list_of ports>]

ITapamerpsl:

list_of ports

CIIMCOK IIOPTOB

(OIMH TOPT WJIM HECKOJIBKO TIOPTOB

PasaCICHHBIX 3HAKOM «—» HJIN ((,») WM KOMaHJda all JJIs1 BCEX

IIOPTOB

Nsm. |Iloarm.

Jlara
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2.31.3 OrpannyeHue BbIXOJHOT0 Tpaduka

Onucanmne:

KOME[H,Z[BI HCIIOJIB3YIOTCA JJIA HaCTpOﬁKH OrpaHU4YCHUA BBIXOJAHOTO Tpaq)m(a.

®opmar:
config erate ports <list_of ports> disable

config erate ports <list_of ports> enable shaping frames <packet_count>
config erate ports <list_of_ports> enable shaping kbits <kbits>

ITapamerpsbl:
list_of ports CIIMCOK TOPTOB (OOWH TMOPT WM HECKOJHKO IMOPTOB
pa3IeICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex
HOPTOB
enable shaping frames pa3peiuTh OrpaHuYeHHE BBIXOTHOTO Tpaduka (1Mo KOJ-BY
[IAKETOB B CEKYH/]TY)
packet_count OrpaHMYECHHE HAa KOJIMYECTBO IAKETOB, KOTOpBIE OymyT
BBIXOJIUTH U3 3TOro nopra B cekyHay (7700 - 1488000)
enable shaping kbits pa3peluTh OrpaHMYCHHE BBIXOJHOTO Tpaduka (IO MOTOKY
Tpaduka)
kbits orpaHUYEHHUE Ha BBIXOAHOM Tpaduk, B kbit/sec (64 - 1000000)
disable 3alpeTHTh OIPAHUYEHHE BBIXOJHOTO Tpaduka

H3m. |Iloan. | [lara
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2.31.4 OToOpakeHune orpaHuvYeHHs BIXOAHOr0 Tpadguka

Onucanmne:

KOMaH,[[a HCIIOJIB3YCTCS JIA OT06pa)KeHI/I}I HaCTpOﬁKH OrpaHU4YCHUs BBIXOAHOTO Tpa(l)I/IKa.

dopmar:

show erate [ports <list_of ports>]

ITapameTpsbi:

list_of ports CIIMCOK TOPTOB (OOWH TMOPT WM HECKOJBKO IMOPTOB

pa3lesIeHHBIX 3HAKOM «—» HJIH «,») mwin koManna all mis Bcex

MOPTOB

H3m. |Iloan. | [lara
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2.32 Hacrpoiika IEEE802.1X

2.32.1 Co3nanue napbl MMsl MOJIb30BaTeIs1/MAPOJIb /ISl ABTOPH3AINHU

Onucanmne:

KOMaH,Z[a HCIIOJIB3YCTCA IJid CO3AaHUs Iapbl UMA HOJIB3OBaTCJI}I/Hap0J'IB L aBTOpHU3allun

IEEE802.1X. Bcero mosket ObITH cO3/1aHO 10 48 TakuXx map.

dopmar:

create ieee8021x user <name> <password>

ITapametpsbi:

name UMs TIoJib30BaTeNs (IuHOM 1-15 cuMBOJIOB)

password napoJib (JUHOM 1-15 CHMBOJIOB)

2.32.2 OTo0OpaxeHue nap uMs MoJIb30BaTes1/MapoJib

Onucanue:

Komanna ucnone3yercs A oTOOpa)keHHs IMOJb30BaTeNe Uil aBTOPH3alMU MO MPOTOKOIY
IEEE802.1X.

®opmar:

show ieee8021x user.

ITapamerpsbi:

OTcyTCTBYIOT

H3m. |Iloan. | [lara
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2.32.3 YaaneHue napbl UMs 10JIb30BaTe/Is1/IAPOJIb

Onucanmne:

Komanna wucnonb3yercs Ui yAaleHHs Hap I0JIb30BaTeNs/Iapoib Uil aBTOPU3ALUHU 10
npotokony IEEE802.1X.

dopmar:

delete ieee8021x user <name>

ITapameTpbi:

Name UMs TIoJIb30BaTeNs (IuHOM 1-15 cuMBOJIOB)

2.32.4 Paspewmenne/3anper apropuzauun |EEE802.1X

Onucanmue:

Komana ucroib3yercs AJis pa3penieHus/3anpera apropusanu mo nporokory |[EEE802.1X.

®opmar:

config ieee8021x [enable | disable]

ITapamerpsbi:

enable pa3peruTh aBTOPU3AIIHIO

disable 3aMpeTUTh aBTOPU3AIIHIO

2.32.5 Otoopaxenue apropusanuu IEEE802.1X

Onucanue:

Komanpa ncmone3yercst 11si OTOOpaKeHHs pa3pelieHns/3anpeTa aBTOPU3ALUH 110 TIPOTOKOITY
IEEE802.1X u nmpoTokona ayTeHTH(pUKALINH.

®opmar:

show ieee8021x

ITapamerpsbi:

OTCyTCTBYIOT

H3m. |Iloan. | [lara
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2.32.6 Hacrpoiika napaMeTpoB aBTOPU3alMH /sl IOPTOB

Onucanmne:

KoMaHnas! nCnonp3yroTes A1 HaCTPOMKU:

— peXUM aBTOpH3auuu nopra (popcUpoBaHO aBTOPU30BaH, (OPCHPOBAHO HE aBTOPH30BaH,
ABTOMATUYCCKUM);

— IEPUO]I TULLIUHBIL,

— MEepUO/I BbI1auH;

— TaMayT CYIIIJIMKAHTA;

— TaliMayT CepBeEpa;

— KOJIMYECTBO ITOBTOPHBIX 3aIIPOCOB;

— MepHOJ TOBTOPHOM ayTeHTHU(PUKAIINH;

— pa3peleHue/3anpeT NOBTOPHON ayTeHTU(UKALIUK.

dopmar:

config ieee8021x auth_parameter ports <list_of ports> port_control [force_unauth | auto |
force_auth]

config ieee8021x auth_parameter ports <list_of ports> quiet_period <qtime>

config ieee8021x auth_parameter ports <list_of ports> tx_period <time>

config ieee8021x auth_parameter ports <list_of ports> supp_timeout <time>

config ieee8021x auth_parameter ports <list_of ports> server_timeout <time>

config ieee8021x auth_parameter ports <list_of ports> max_req <count>

config ieee8021x auth_parameter ports <list_of ports> reauth_period <time>

config ieee8021x auth_parameter ports <list_of ports> enable_reauth [enable | disable]

ITapametpsbi:
list_of ports CIIHCOK TOPTOB (OAWH TMMOPT WM HECKOJBKO IMOPTOB
pa3JeTICHHBIX 3HAKOM «—» HIH «,») win komanzaa all mis Beex
HOPTOB
port_control HAaCTpOWKa peKkrMa aBTOPU3ALUH IOpTa
force_unauth NPUHYAUTEIFHO HE aBTOPU30BaH
auto aBTopu3anus no nporokony IEEE802.1X
force_auth NPUHYAUTEILHO aBTOPU30BaH
quiet_period HACTPOHKa MEPUO/Ia TUIITHHBI
gtime nepuox tumuabl (0-65535 cek.)
H3m. |Iloan. | [lara
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tx_period

HacTpoKKa nepuoja BbLaauu

time

nepuon Beigauu (1-65535 cek.)

supp_timeout

HAaCTpoOMKa TaliMayTa CyNILIMKAHTa

time

taiimayT cymminkadTa (1-65535 cek.)

server_timeout

HACTpOKMKa TakMayTa cepBepa

time taiimayT cepBepa (1-65535 cex.)
max_req HACTPOMKa KOJMYECTBA TTOBTOPHBIX 3aIIPOCOB
count cuetuuk (1-10)

reauth_period

HACTpOIKa NOBTOPHON ayTeHTU(UKALIUN

time

epuo 1 MoBTOpHOU ayTeHTuukauu (1-65535 cek.)

enable_reauth

HACTpOWKa pa3pelieHus/3anpera NoBTOPHOH ayTeHTU(DUKALIIH

enable

pa3peinTh HOBTOPHYIO ayTEeHTU(UKALINIO

disable

3aMpeTUTh MOBTOPHYIO Ay TEHTHU(PHUKAIIUIO

2.32.7 Hactpoiika npoToKoJia aBTOPpU3aLuu

Onucanmue:

Komanza ncnonb3yercs A1 HaCTPOMKHU MPOTOKOJIa aBTOPU3ALUH.

ITpu BBIOOpe mpoTokoina local s aBTOopm3anny MOPTOB MCIONB3YeTCs JOKaubHAs 0aza map

UMsI/TIapoJib XpaHUMasi Ha KOMMYTaTope (U1 aBTopHu3anuy ucnonbzyercs npotokon MD5-Challenge).

[Tpu BBIOOpE mpoTokoiaa radius mis aBTOpU3aMU MOPTOB HCHoib3yercs oamH u3 RADIUS-

CEepBEPOB (11 aBTOPU3AIIUN UCITIOJIB3YETCs IPOTOKOI, onpeaensemblii RADIUS-cepBepom).

dopmar:

config ieee8021x auth_protocol [local | radius]

ITapamertpsbi:
local ABTOpHM3aiMss Ha OCHOBe HMHGOPMAIMK XpAaHUMOW Ha
KOMMYTAaTOpe
radius Astopuzarus Ha ocHoBe 3ampoca k RADIUS-cepsepy

H3m. |Iloan. | [lara
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2.32.8 OToopaxxenue napamerpoB apTopusaunu |[EEE802.1X nast moproB

Onucanmne:

Komanna ucnons3yercs A5 0ToOpa)keHus: mapaMeTpoB aBTopu3aiuu nporokosa |IEEES02.1X.

dopmar:

show ieee8021x auth_parameter [ports <list_of ports>]

ITapameTpsbi:

list_of ports

CIIMCOK IIOPTOB

(OI[I/IH ImopT WJIM HECKOJBKO TIIOPTOB

pa3lesIeHHBIX 3HAKOM «—» HJIH «,») mwin koManna all mis Bcex

MOPTOB

2.32.9 IlpoBeieHHe MOBTOPHOI MHUIHAJIM3ANNH MOPTA

Onucanmue:

KOMaHI[a HCIIOJIB3YCTCA AJId ITPOBCACHUA HOBTOpHOfI HHULIMAJIN3alluu 1opTa.

®opmar:

PEXUM peIaKTUPOBAaHUS KOHDUTYpALIUii:

omcymcmeyem

PEXHUM yIpaBIeHUS KOMMYTaTOPOM:

config ieee8021x initialize ports <list_of_ports>

IMapameTpbi:

list_of ports

CIIMCOK TIOPTOB

(O,Z[I/IH IopT WJIM HECKOJBKO TIOPTOB

pa3/iesICHHBIX 3HAKOM «—» WU «,») win komanaa all ams Bcex

MOPTOB

Nsm. |Iloxam.
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2.32.10 IIpoBeneHune NOBTOPHOI ayTeHTH(UKATINH

Onucanmne:

KOMaH,Z[a HCIIOJIB3YCTCA AJIA ITPOBCACHUA HOBTOpHOﬁ ayTeHTI/I(I)I/IKaI_[I/II/I Ha 1IopTy.

dopmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpaLIUHi:

omcymcmeyem

PEKUM YNPABIEHUSA KOMMYTAaTOPOM:

config ieee8021x reauthenticate ports <list_of ports>

ITapametpsbi:
list_of_ports CIIMCOK TMOPTOB (OOUH IOPT WM HECKOJbKO IOPTOB
pa3leNIeHHbIX 3HAKOM «—» HJIH «,») mwin koManna all mis Bcex
MIOPTOB
2.32.11 Orobpaxenue cratuctuku IEEE802.1X na nopry
Onucanne:

Komanna ucnionssyercs aist oroopaxenus craructuku IEEE802.1X na mopry.

®opmar:

PEXUM peIaKTUPOBAaHUS KOHDUTYpALIUii:

omcymcmeyem

PEXHUM yIpaBIeHUS KOMMYTaTOPOM:

show ieee8021x statistics [ports <list_of ports>]

IMapameTpbi:

list_of ports

CIIMCOK TIOPTOB

(OIMH  TOPT WM HECKOJIBKO TOPTOB

pa3IeICHHBIX 3HAKOM «—» WK «,») win komanaa all mms Bcex

MOPTOB

Nsm. |Iloxam.
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2.32.12 OTo0OpakeHHe CTATUCTHKH CECCUH

Onucanmne:

Komanna ucnonesyercs anst oroopaxenus ctaructuku ceccun |[EEE802.1X na mopry.

dopmar:

PEXHUM PEIAKTHPOBAHUS KOHPUTYPALIUK:
omcymcmeyem

PEXKUM YIIPABIEHUS KOMMYTAaTOPOM:

show ieee8021x session_statistics [ports <list_of ports>]

IMapameTpsbi:
list_of ports CIIMCOK TOPTOB (OAWH IMOPT WM HECKOJHKO IOPTOB
pa3lesIeHHbIX 3HAKOM «—» HJIM «,») mwin koMana all mis Bcex
HOPTOB
2.32.13 Oto0paxeHue JTUATHOCTHYECKOI HHPOPMALMHU
Onucanue:

KOMaHI[a HUCITIOJIB3YCTCA JIA OTO6pa)KeHI/I$I ﬂHaFHOCTHqCCKOﬁ I/IH(bopMaI_II/II/I.

®opmar:

PEKUM peAAKTUPOBAHUS KOH(UTYpaLUii:
omcymcmeyem

pEXUM yIpaBICHUSI KOMMYTaTOPOM:

show ieee8021x diagnostics [ports <list_of ports>]

ITapamerpsbl:

list_of_ports CHHCOK TOpPTOB (OAWMH TOPT WM HECKOJIbKO TOPTOB

Pa3sACJICHHBIX 3HAKOM «—» HUJIN ((,))) WK KOMaHJa all JJIA BCEX

MIOPTOB

H3m. |Iloan. | [lara
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Kommyratop momnepxkuBaer no 3-x RADIUS-cepBepoB HCIONB3yeMbIX U aBTOPU3ALUU

[oJIb30BaTeael Ha moprax (CM.

IEEE802.1X). Ilpm mombpITKE aBTOPU3ALMH KOMMYTATOp

IIOCICI0BATCIIBHO O6paH.Ia€TCSI K KaXIOMY M3 YKAa3aHHBIX CCPBCPOB B INOPAAKC HX HWHIACKCA. Ecnu

HepBHﬁ CCPBCP HCAOCTYIICH, TO KOMMYTAaTOP 06paLl_[aeTC$I KO BTOPOMY H T.QH.

2.33.1 Co3nanue RADIUS-cepBepa

Onucanmue:

Komanna ucrions3yercs s 3aaanus uHGopmaru o HoBom RADIUS-cepsepe.

®opmar:

create radius

<server_index> ipaddress <address> key <password> [auth_port

<upd_port_number> | timeout <time> | retransmit <count>]

ITapameTpbi:

server_index

uHeKc cepsepa (1-3)

ipaddress 3amaer IP agpec cepsepa
address IP ampec (XXX.XXX.XXX.XXX)
key 3a/1aeT pa3/ieNsIeMbIil CEKpeT Ul cepBepa
password pasziensieMblii CeKpeT s cepBepa (CTpoka MiIMHON 1-32
CHUMBOJIA)
auth_port 3agaetT HoMep UDP mopra cepsepa

upd_port_number

nomep UDP nopra cepsepa (1-65535)

timeout 3aJaeT TalMayT cepBepa
time TaiimayT cepsepa (1-255 cek)

retransmit 3aJ1aeT KOJI-BO ITOBTOPHBIX BBIJIAY 3aIpoca JJjisd cepBepa
count KOJI-BO TMIOBTOPHBIX BbIJau 3ampoca s cepsepa (1-20)

H3m. |Iloan. | [lara
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2.33.2 OToopaxenune unpopmannu o RADIUS-cepBepax

Onucanmne:

Komanna ucnonssyercs anst orodpaxenus uapopmannu o RADIUS-cepsepax.

®opmar:

show radius

ITapamerpsbi:

OTCyTCTBYIOT

2.33.3 OTtoopaxenue unopmanuu o cratuctuke RADIUS-cepepos

Onucanmue:

Komanna ucnonesyercs aist orodpaxenus craructukn RADIUS-cepsepos.

®opmar:

120

PEKUM peAaKTUPOBAHUS KOH(DUTYpALIUIi:

omcymcmeyem

PEXHUM yIpaBIeHUSI KOMMYTaTOPOM:

show radius auth_client

IMapameTpbi:

OTCyTCTBYIOT

3m.

Ilonm.
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2.33.4 Hacrpoiika RADIUS-cepBepa

Onucanmne:

Komanna ucnonssyercs ans Hactpoitku RADIUS-cepepos.

dopmar:

config radius <server_index> ipaddress <address>

config radius <server_index> key <password>

config radius <server_index> auth_port <upd_port_number>
config radius <server_index> timeout <time>

config radius <server_index> retransmit <count>

ITapamerpsi:

server_index

unHaekc cepaepa (1-3)

ipaddress 3anaet IP agpec cepsepa
address IP ampec (XXX.XXX.XXX.XXX)
key 3aJ1aeT pa3leNsIeMblil CEKPEeT s cepBepa
password pasiensieMblii CeKpeT s cepBepa (CTpoka JiIuHOM 1-32
CHMBOJIA)
auth_port 3amaet Homep UDP mopra cepsepa

upd_port_number

nomep UDP nopra cepsepa (1-65535)

timeout 3aj1aeT TaiiMayT cepBepa
time TaiimayT cepBepa (1-255 cek)

retransmit 3a/1aeT KOJI-BO TIOBTOPHBIX BbIJIay 3ampoca JUIs cepBepa
count KOJI-BO TIOBTOPHBIX BbIJau 3ampoca s cepsepa (1-20)
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2.33.5 Yaanenne RADIUS-cepBepa

Onucanmne:

Komanna ucnonssyercs ans yaanenuss RADIUS-cepsepos.

dopmar:

delete radius <server_index>

ITapameTpsbi:

server_index uHekc cepsepa (1-3)
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2.34 CiucoK MOPTOB, ¢ KOTOPBIX pa3pelieHo YIpaBasTh KOMMYTaTOPOM

KoMMmyTarop mo3BosieT 3alpeTuTh ynpasisTh coOOi ¢ yacTu mopToB. B sTom ciydae Bech
TpaduK, TOCTYNAIOMMUKA Ha yKa3aHHbIE MOPTHl M HANpPaBIsEMbI Ha aJpec KOMMyTaropa (a Tak ke

Tpaduk arp u T.14.), 6yaeT oTOpackIBaTHC.

2.34.1 Hacrtpoiika cnMcKa NOPTOB, ¢ KOTOPBIX pa3pelieHo YIpaBJsiTh KOMMYTATOPOM

Onucanmue:

Komanna wucnonb3yercss 1iisi HaCTPOMKH IEPEUYHs IIOPTOB, C KOTOPBIX MOKHO YIIPABIIATH

KOMMYTaTOpPOM.

®opmar:

config management ports <list_of_ports> [enable | disable]

ITapamerpsl:
list_of_ports CIIUCOK TOPTOB (OAMH TOPT MM HECKOJIbKO TOPTOB
pa3[eTeHHBIX 3HAKOM «—» HIH «,») win komanaa all mis Beex
IOPTOB
enable pa3peruTh yrpaBjieHue KOMMYTaTOPOM C IAHHOTO MOpTa
disable 3alPEeTUTh YIPaBJIEHUE KOMMYTaTOPOM C JaHHOTO TIOpTa

2.34.2 OTobOpaskeHne CNUCKA MOPTOB, C KOTOPBIX Pa3pelieHo YNPaBaITh KOMMYTATOPOM

Onucanue:

KOMaHI[a HUCITIOJIB3YCTCA JIA OTO6pa)KCHI/I$I PaspCIICHUs YIIPABJICHUA KOMMYTATOPOM C ITOPTOB.

dopmar:

show management [ports <list_of ports>]

ITapamertpsbi:

list_of ports CIIMCOK TMOPTOB (OOWH IOPT MM HECKOJIBKO IOPTOB
pa3IeICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex

MIOPTOB
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2.35 3epkasinpoBanue (0Tpa:keHue) NOPTOB

2.35.1 Hacrpoiika 3epkajJupoBaHus NOPTOB

Onucanue:

KOMaHI[a HCIIOJIB3YETCS IJIA HaCTpOﬁKH OTPaXXCHUA ITOPTOB.

dopmar:

config mirror [ingress | egress] destination <port>
config mirror [ingress | egress] ports <list_of ports> [enable | disable]

ITapametpsbi:
ingress 3epKaJupOBaHHUE BXOAHOTO TpaduKa
egress 3epKaJIMpPOBaHKE BBIXOAHOTO TpaduKa
destination 3a/1aeT MOPT MPUEMHUKA OTPAKEHHBIX TAHHBIX
port HOPT MIPUEMHUKA JaHHBIX
list_of_ports CIIUCOK TOpPTOB (OAMH TOPT WM HECKOJIBKO IOPTOB
pa3/ieICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex
IOPTOB
enable Pa3pelInTh OTPAKEHUE JTAHHBIX C YKa3aHHBIX IIOPTOB
disable 3alpPETHTh OTPAKEHHE IAHHBIX C YKa3aHHBIX TOPTOB

2.35.2 OTo0paikeHue HACTPOEK 3ePKAJTUPOBAHUS MOPTOB

Onucanue:

KOMaH,Z[a HUCIIOJIBb3YCTCA JIA OTO6pa)KCHI/I$I HaCTpOﬁKH OTpaXCHUA ITOPTOB.

dopmar:

show mirror [ports <list_of ports>]

IMapameTpbi:

list_of ports

CMUCOK TOPTOB (OAMH TOPT WM HECKOJIbKO TOPTOB
pa3IeICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex

MIOPTOB
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2.36 Ilepenanpaiaenne DHCP-3anpocos (option 82)

Jaunsie option 82 sxmouaror Agent Circuit ID u Agent Remote ID, koropsie 106aBistroTes K
DHCP mnaxkery.

Agent Circuit ID conepxut HHGOPMAIIUIO O TOM, ¢ KAKOT0 TIOPTa MPHIIEI 3arpoc.

®opwmart mosst onuu ¢ Circuit ID

Tun onun JiHa Twun Circuit ID Juna VLAN ID | Module | Port

1 6 0 4 XXXX 0 YY

Agent Remote ID — unentupukarop camoro DHCP-perpaHcnsiTopa, KOTOpPBINA 3a1aeTcsl Ipu
HacTpoiike (Hanpumep, MAC-aapec).
®opwmat nosis oniuu ¢ Remote ID

Tum onmuu Juna Tun Remote ID Jmuna MAC anpec

2 8 0 6 2727777

[Mpu BriIroueHun pexuma nepenanpasienus DHCP-3ampocoB: ecnum mose option 82
OTCYTCTBYET B IIaKeTe, TO OHO J00ABHTCS B 3alpocax; €CIH )K€ 3TO IOJIe eCTh, TO IMaKeT IOHIeT

naneine 0e3 U3MEHEHHH.

2.36.1 Hacrpoiika nepenanpasiennss DHCP-3anpocos

Onucanmue:

Komanna rcronb3yeTcs sl BKItoueHust 100asieHus B naketst DHCP nannbix option 82.

dopmar:

config dncp_local_relay [enable | disable]

ITapamerpsbl:

enable BKJIFOUUTH J00aBienus B naketel DHCP nannbix option 82

disable OTKJIIOYHTH 100aBiaeHus B makeTsl DHCP mannbix option 82
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2.36.2 OToopaxenue nepeHanpasiaenuss DHCP-3anpocos

Onucanmne:

Komanna ucnonb3yercs st oroopaxenus n06asineHus B naketsl DHCP nannbix option 82.

dopmar:

show dhcp_local_relay

ITapameTpsbi:

OTCcyTCTBYIOT
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2.37 3aBepuienue padorsi ¢ CLI

Onucanmue:

Brimonnenue 3Toil komaHb! 3aBepiiaer ceaHc padbotsl ¢ CLI. Eciu cBA3b ¢ koMMyTaTopom
ocymiecTBisieTcs 1o uHTepdeiicy RS-232/RS-485, To Oyner BHOBb BBIBEACHO NMPUBETCTBHE U 3aIpoC
Ha BBOJ| HIMCHH M0Jb30Batelst u napouisi. Eciu cBsi3b mo telnet/SSH to Tekymwmii ceanc cBsizu Oynet

pasopsan u telnet/(SSH)-kiueHT OTKIII0YEH OT KOMMYTATOPA.

®opmar:

exit,
logout

ITapameTpsbi:

OTCcyTCTBYIOT
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2.38 3arpy3ka namMsiTi M IIeHTPAJIbHOI0 MPOIECCOPAa KOMMYTaTopa

Onucanmue:

KOMaH,[[a MO3BOJICT Y3HATh 3arpy3Ky [LCHTPAJIBHOI'O0 IHpoHeccopa KOMMYyTaTopa U

HCIIOJIb30BAaHHUE ONIEPATUBHOM IaMSATH.

®opmar:

PEKUM peAAKTUPOBAHUS KOH(DUTYpaLUi:
omcymcmeyem

pEXUM yIpPaBICHUSI KOMMYTaTOPOM:

show utilization [cpu | dram]

ITapamerpsbl:
cpu MOKa3bIBAaeT CPEJHIOK 3arpy3Ky LIEHTPaJbHOTO Ipoleccopa B
% (3a mocnenHue 5 cex., OJHY MUHYTY U 5 MUHYT)
dram NOKa3bIBaeT oO0IuMii o0beM omnepatuBHOW mamstu (B Kb) u

00BEM HCTIOIB3YEMOH B JAHHBII MOMEHT ONEPATUBHON MaMSITH

(B kb 1 %)
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2.39 Hacrpoiiku nocJiegoBarejibHoro nopra (st paéorsl ¢ CLI mo RS232/RS485)

st ymoOGctBa  pabOThI

IIOCIE€A0BATCIIBHOMY IIOPTY.

C KOMMYTaTopoOM MOKHO HU3MCHUTH CKOPOCTH obMeHa IIO

2.39.1 Hacrpoiika noc;ie10BaTe/ibHOr0 NOPTa

Onucanmue:

Komania mo3BoisieT HacTpOuTh CKOpOCTh 0OMeHa o nopty RS232/RS485.

®opmar:

config serial_port baud_rate [9600 | 19200 | 38400 | 115200]

ITapametpsbi:
9600 ckopocTh 00MeHa o RS232/RS485 9600 6ox
19200 ckopocTh ooMena o RS232/RS485 19200 601
38400 ckopocTh ooMena mo RS232/RS485 38400 601
115200 ckopocTh 00MeHa o RS232/RS485 115200 6ox

2.39.2 OTo0paskeHne HACTPOEK MOCJIEA0BATEIHLHOIO MOPTA

Onucanue:

Komanga otoOpaxaer mapamerpsl ooMeHa o nopty RS232/RS485.

dopmar:

show serial_port

IMapameTpbi:

OTCyTCTBYIOT
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2.40 SNTP

SNTP (Simple Network Time Protocol) — mnpoTOKON CHHXPOHHM3AIMH BPEMEHH 10

KOMIIBIOTEPHOM CETH.

2.40.1 Hacrpoiika SNTP

Onucanue:

KOMaHI[a IIO3BOJIACT HACTPOUTH ITPOTOKOJ CUHXPOHU3alluU BPEMCHHU.

dopmar:
config sntp [enable | disable]

config sntp [primary | secondary] <server_ip>
config sntp poll_interval <value>

ITapamerpsl:

enable pabota npotokosna SNTP paspemiena
disable pabota npotokosia SNTP 3ampemiena
primary HacTpoiika nepBoro ceprepa SNTP
secondary HacTpoiika BToporo cepepa SNTP

server_ip ajipec cepeepa
poll_interval HACTpOHKa HHTEpBaJa Orpoca

value unTepBai onpoca (30-99999 cek.)

2.40.2 Oroopaxenue SNTP

Onucanmue:

KOMaH,Z[a IIO3BOJIACT 0T06pa31/m> HaCTPOﬁKH MMPOTOKOJIa CHHXPOHU3AllUN BPCMCHU.

dopmar:

show sntp

ITapamerpsbi:

OTCyTCTBYIOT
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2.41 IGMP Snooping

prrIHBI HUCIIOJIb3YIOTCA I 3aJlaHUA Ol"paHI/ILIeHI/Iﬁ " pEKUMOB JOCTYyIIa I10JIL30BaTEIICH.

2.41.1 Pa3pemenue/3anpet padorst IGMP Snooping

Onucanmue:

Komania mo3Bodisier BKIFOUUTH Wi oTkiIrounTh IGMP Snooping.

dopmar:

config igmp_snooping [enable | disable]

ITapametpsbi:

enable

Bkirounth IGMP Snooping

disable

BeikirounTh IGMP Snooping

H3m. |Iloan. | [lara
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2.41.2 Hacrpoiiku IGMP Snooping

Onucanmne:

Komaner no3Bossitor Hactpouts IGMP Snooping.

dopmar:

config igmp_snooping querier vlanid <vid> query_interval <qi>

config igmp_snooping querier vlanid <vid> max_response_time <mrt>

config igmp_snooping querier vlanid <vid> robustness_variable <rv>

config igmp_snooping querier vlanid <vid> last_member_query_interval <Ilmqi>

config igmp_snooping querier vlanid <vid> version <v>

config igmp_snooping querier vlanid <vid> state [enable | disable]

ITapamerpsbi:
vid VLAN nms koTopoii Oy1yT M3MEHEHBI HACTPOUKH
query_interval HACTPOMTH 3HaUeHUe query_interval
qi 3HaueHue query_interval (2-31744)

max_response_time

HACTPOWTH 3HAYCHUE MaxX_response_time

mrt

3HaueHre Max_response_time (1-3174)

robustness_variable

HACTPOWTH 3HaYeHHUE robustness_variable

rv

3Hagyenue robustness_variable (1-7)

last_member_query _interval

HACTPOUTH 3HaUeHHUE 3HaYeHue last_member_query_interval

Imqi snadenue last_member_query_interval (1-25)
version HacTPOWTH Bepcuto mpotokoia IGMP
v Bepcust mpotokoia IGMP (1-3)
state HACTPOUTH pa3pelieHne Win 3anpeT padotel Querier
enable pabota Querier pa3perieHa
disable pabota Querier 3amperieHa
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2.41.3 Hacrtpoiiku uHdgopMaium o poyrepax

Onucanmne:

Koman bl TO3BOJISIIOT HACTPOUTH MHPOPMALIMIO O POYTEPaX MOAKIIOYCHHBIX K KOMMYTATOpY.

dopmar:

config igmp_snooping router_ports vlanid <vid> [static | forbidden] [add |

ITapametpsbi:
vid VLAN s KoTOpoit Oy1yT H3MEHEHbI HACTPOMKH
static HACTPOMTH CIIUCOK CTATHYECKHUX ITOPTOB
forbidden HACTPOMTH CIIUCOK 3aIPEIICHHBIX TOPTOB
add 100aBUTh MOPTHI K CIIUCKY
delete yAaJIUTh HOPTHI U3 CIIHUCKA
list_of _ports CIIMCOK TOPTOB (OOWH TMOPT WM HECKOJHKO IMOPTOB
pa3leNIeHHbIX 3HAKOM «—» WJIH «,») win koManna all mist Bcex
HOPTOB
2.41.4 Ortoopaxenue nactpoexk IGMP Snooping
Omnucanue:
Komanpa nmo3sossier oroopasuth Hactpoiiku IGMP Snooping.
dopmar:
show igmp_snooping [vlanid <vid>]
IMapameTpbi:
vid VLAN s koTOpoit Oy 1yT oToOpaskeHbl HACTPOHKH
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2.41.5 OTobOpakeHue 3aperucTPUPOBAHHBIX I'PYNII

Onucanue:

Komanya mo3Bomsier oToOpa3uth 3apeructpupoBanbsie rpynmnsl IGMP Snooping.
®opmar:

PEKUM peIaKTHUPOBAaHUS KOHDUTYpALIUIi:

omcymcmeyem

PEKUM YIIPABICHUS KOMMYTaTOPOM:

show igmp_snooping group

show igmp_snooping group vlanid <vid>

show igmp_snooping group ports <list_of ports>

ITapamerpsl:

vid VLAN ns koTopoii 6yayT 0TOOpaKeHbl 3aperuCcTpUPOBaHHBIE TPYIIIIHI

list_of_ports CIHMCOK MHOPTOB (OAMH MOPT HJIM HECKOJBKO MOPTOB pa3/eieHHBIX

3HAKOM «—» WJIH «,») uik komanaa all s Bcex mopTos
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2.41.6 OToOpakeHue CTATHCTHKH

Onucanmne:

Komanpa nmo3Bomnsier oroopasuts craructuxy |GMP Snooping.

®opmar:

PEXKUM PEeTaKTUPOBAHMS KOH(DUTYPALTHA:
omcymcmeyem

PEXUM YyIIpaBICHUS KOMMYTAaTOPOM:

show igmp_snooping statistic vlanid <vid>

show igmp_snooping statistic ports <list_of ports>

ITapamerpsl:
vid VLAN st koTopoii 0yieT oToOpaskeHa CTaTHCTHKA
list_of ports CIIMCOK TMOPTOB (OOUH MOPT WM HECKOJIbKO IMOPTOB
pa3iesICHHBIX 3HAKOM «—» WU «,») mwin komanaa all ams Bcex
MIOPTOB
2.41.7 Otobpa:kenue nundopManuu 0 poyrepax
Omnucanue:
Komanna no3Bosisier 0ToOpa3uth HHPOPMAIIUIO O pOoyTepax.
dopmar:
show igmp_snooping router_ports vlanid <vid>
ITapametpsbi:
vid VLAN a5t koTopoii 6ynet orobpaskeHa nH(popMaIus
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2.41.8 Ouucrka cratuctuku IGMP Snooping

Onucanmne:

Komanpa nmo3Bomsier otoOpa3utk ourctuth cratuctuky |GMP Snooping.

dopmar:

clear igmp_snooping statistics

ITapamerpsbI:

OTCyTCTBYIOT

2.42 BpemeHHas1 30Ha
2.42.1 Hactpoiika BpeMeHHOIi 30HbI

Onucanmue:

KOMaH,Z[a MO3BOJIACT HACTPOUTh BPEMCHHYIO 30HY.

®opmar:

config time_zone [+ | -] hour <hh> min <min>

ITapamerpsbi:

hh gacel (0-13)

min muHyTHI (0-59)

2.42.2 OToOpaxeHue BpeMEHHOM 30HbI

Onucanue:

KOMaHI[a IIO3BOJIAACT 0T06paSI/ITB HaCTPOﬁKH BpeMeHHOﬁ 30HBI.

®opmar:
show time_zone
ITapameTpsbr:

OTCyTCTBYIOT
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2.43 HacTpoiika CMCTEMHOI0 BpeMeHH

2.43.1 Hacrtpoiika BpeMeHH

Onucanue:

KOMaHI[a IIO3BOJIACT HACTPOUTH CUCTEMHOC BPEMA KOMMYTATOpPA.

®opmar:

PEKUM peAaKTUPOBAHUS KOH(DUTYpALIUii:
omcymcmeyem

PEXHUM yIPABIECHUS KOMMYTaTOPOM:

config time <day> <month> <year> <hh:mm:ss>

ITapamerpsbi:
day nensb (1-31)
month mecsi (Jan|Feb|Mar|Apr|May|Jun|Jul|Aug|Sep|Oct|Nov|Dec)
year rox (1970-2105)
hh:mm:ss Bpems (0-23:0-59:0-59)

2.43.2 OTo0pakeHue BpeMeHH

Onucanue:

KOMaH,Z[a IIO3BOJIACT OTO6paSI/ITB HaCTPOﬁKH CUCTCMHOI'O BpCMCHU KOMMYTATOpPA.

®opmar:

PEXUM PEIAKTUPOBAHUS KOHPUTYpaLIUd:
omcymcmeyem

PEXUM YIPABICHUS] KOMMYTaTOPOM:

show time

ITapameTpsbr:

OTCyTCTBYIOT
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3. OnucaHue MapamMeTpoB CTATHCTHKH

SEND (Bsixano)

Bytes

BaiiT BbIIaHO, BCETO

OO6miee KOIMYECTBO OANT, MepeJaHHBIX B CETh.

Unicast frame

OnHoaapecHBIX KapPOB, BHIIAHO
O6miee kommuectBo xopommx Ethernet-kagpos, koTtopsie ObuIH
MOCJIaHbI 110 MHAWBUAYaTbHOMY (UNnicast) anpecy

Multicast Frames

MHoroaapecHbIX KaApoB, BbIIAHO
OO6mee xommuecTBo xopommux Ethernet-kagpos, koTtopsie Obun
mocjansl 1mo rpymmosomy (multicast) aaxpecy

Broadcast Frames

IInpoxoBemaTeIbHBIX KaPOB, BbIIAHO
O6miee kommuecTBO xoporux Ethernet-kagpos, koTopbie ObuH
MOCJIaHkI 1Mo mupokoBemareapHomy (broadcast) anpecy

Pause Frames

KanapoB ynpasiieHHs IOTOKOM, BbIJIAHO
OOmiee KoaMuecTBO KajapoB ympasieHus mnotokom (flow control

frame), koTopbie ObUIH TIOCITaHBI B CETh

RECEIVED (Ilpunsito)

Bytes

baiiT npunATO, XOpOIIUX

KonndecTBo npuHATHIX OalT

Unicast Frames

OaHoaapecHbIX KAIPOB NPHUHSITO, XOPOILIKUX

KommgectBo IMPUHATBHIX KaJApOB

Multicast Frames

I'pynmnoBbIX KajpoB, XOPOIIHX
OO01iee KOJIMYECTBO MPHUHSATHIX XOPOIIMX KaJpoB, COAEpMKAIIUX
rpymmnosoii (multicast) aapec

Broadcast Frames

IIIupokoBemaTeIbHBIX KAIPOB, XOPOIINX
OO1iee KOJMMYECTBO MPHUHATBIX XOPOIIUX KaJIpoB, COJACPMKAIIUX
mpokoBeriarenbHbiii (broadcast) anpec

Pause Frames

Kanpos ynpasjeHusi HI0TOKOM, XOpPOIIHMX

061_[166 KOJIMYCCTBO NPUHATHIX KaAPOB YIIPABJIICHUSA [TIOTOKOM

64

Kaapos numnoii 64 6aiiTa, npuHATO
OO0miee KOJWYECTBO MPUHATHIX KaApoB (BKIIOYAsT M IUJIOXHE),

pasmepomM 64 Oaiita

65-127

Kanpos niunoi 65-127 6aiit, npuHATO
OO0miee KOJWYECTBO MPUHATHIX KaApoB (BKIIOYAsT MU TUJIOXHE),
pasmepoM oT 65 no 127 Gaiir.

128-255

Kaapos niunoii 128-255 6aiiT, npuHsTO

OO1iee KOMMYECTBO MPUHATHIX KajApoB (BKIOYAs U IUIOXHE),
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pasmepoM oT 128 mo 255 Gailr.

256-511

Kanpos piaunoii 256-511 6aiiT, npuHATO
OOmiee KOMUYECTBO MPUHATHIX KaApoB (BKIOYAs U IUIOXHE),
pazmepoM oT 256 1o 511 Gair.

512-1023

Kanpos numnoii 512-1023 6aiiTa, npuHATO
OOmiee KOMMYECTBO MPHUHATHIX KaJApoB (BKIIOYAs W IUIOXHKE),
pazmepom ot 512 1o 1023 Gaiir.

1024-max

Kaapos namnoii 1024-max 6aiT, npuHATO
OOmiee KOMUYECTBO MPUHATHIX KaApoB (BKIOYAsS M IUIOXHE),

pa3zmepom oT 1024 10 MakcHManbHOTO pa3mepa OaiT.

ERRORS (Omuoxn)

Bad receive bytes

CymMapHasi JJIMHA BCeX KAJApPOB ¢ OIUOKaMu

CRC error

Omm6ox CRC, npunsito
OO6miee YnCI0 MPUHSTHIX KaJIPOB C HEBEPHON KOHTPOJIBLHOM CyMMOM
HE BKJIIOUEHHBIX B Fragments u Jabber Frames.

Oversize frames

Bboabummux KaJapoB, IPUHATO — 06HI€G YUCJIO MNMPUHATBIX KaJgpoOB,
KOTOPBIC UMCJIM BCPHYIO KOHTPOJIbBHYIO CYMMY UM UMCJIM CJIWUIIKOM

OOJIBIIYIO JJIUHY.

Undersize Frames

Koporkux kaapoB (<64 6aiiT), npuHATO
OOmiee 4YHMCIO TPUHATHIX KAAPOB, KOTOPHIE WUMENIH BEPHYIO

KOHTPOJIbHYIO CYMMY U UMEIH JUIMHY, MEHbIIY10, YeM 64 OaiiTa.

Collision Koum3nit
OO6111e€e KOJIMUECTBO KOJUIM3UI B JTMHUH.
Late Collision IMo3aHuX KOJLIM3UI

OO6miee KONMMYECTBO KOJUTM3WM, MPOU3OMICANINX B JUHUHU, TOCIE

nepenavyu nepBeix 64 O0alT Kaapa.

Excessive Collision

Kaapos orépomeno
OOmee  KOJAMYECTBO  KagpoOB  OTOpPOMIEHHBIX  W3-3a 16

MOCJIEI0BATEIbHBIX KOIU3UM.

Multiple Sent MHO0KeCTBEeHHBIX BbIIaY4
KonnuecTBo MOBTOPHO BBIABAEMBIX KaJpPOB.
Fragments ®dparMeHToB, IPUHSTO
OO1iee 4YHCIO TPUHATHIX KaJIpOB, KOTOPHIE HUMENH HEBEPHYIO
KOHTPOJIbHYIO CYMMY U UMEJIU JJIMHY, MEHbIIYI0, 4eM 64 Oaiita.
Deferred KaapoB BbIIaHO ¢ 3a1ePKKOii

OO6miee YMCIIO YCIENMIHO TEepeJaHHBIX KaJapoB, BbIadya KOTOPBIX
OTKJIQ/IbIBAJIACh M3-32 3aHATOCTH CpEAbl Mepefadyd TpH TEPBOM

IIOIIBITKE BBIJJA4H.
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MAC Transmit Error

Oumn6ok Beigaun Ha yposHe MAC
O6miee uncio omubok Beiaun 3adukcupoBanubix MAC ypoBHEM.

MAC Receive Error

Oumn6ox nmpuema Ha yposue MAC
O6miee yrcno omubok mpuema 3adukcupoBanHsix MAC ypoBHEM.

Drop

BXxoaHBIX KaJIpOB 0TOPOLIEHO
OOmiee KOMMYECTBO BXOJHBIX KaJApOB OTOPOIIEHHBIX H3-3a

HEAOCTAaTKa MECTA B IIaMATU KOMMYTATOpa.

Jabber Frames

Jabber kaagpoB, npunsito
OOIee 4YMCIO TPHHATHIX KaJpOB, KOTOPbIE HMETH HEBEPHYIO

KOHTPOJIBHYIO CYMMY U CJIIMIIKOM 6OJ'ILIJ_IYIO MJIAHY.

Bridge Drop

BXoaHBIX KaIPOB 0TOPOIIIEHO KOMMYTATOPOM
OO111ee KOIMYECTBO BXOAHBIX KaJpOB OTOPOIICHHBIX IO MpaBUIaM

¢unbTpanuu Tpaduka KOMMyTaTopa.

H3m. |Iloan. | [lara
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JINCT PETUCTPALIMY U3SMEHEHUIA

Bxopasmumit
Howmepa nucroB (cTpanuir) S

Bcero Ne compo-

JIUCTOB BOOUTCIIb- )
Ne nokym. A g | Mara
| M3MCHCH- | 3aMeHeH- | | QHHYIHPO- (cTpanm) HOT'O =
OE,, HBIX HBIX BaHHBIX B JIOKYM. JIOKYMEHTa &
=~ U IaTta =
H3m. |Iloan. | [lara
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